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Abstract of techniques to break anonymity: flow correlation attacks
[27], intersection attacks [7], trickle attacks [24], and so on.

Measures for anonymity in systems must be on one hand A measure for the anonymity degree should satisfy a
simple and concise, and on the other hand reflect the real-number of requirements: First, the anonymity degree should
ities of real systems. Such systems are heterogeneous, asapture thequality of an anonymity system. It has been
are the ways they are used, the deployed anonymity meashown for example that information theoretical means, such
sures, and finally the possible attack methods. Implementa-as entropy, are more accurate for comparing anonymity sys-
tion quality and topologies of the anonymity measures musttems than, say, anonymity sets. Second, the anonymity
be considered as well. We therefore propose a new measurglegree should take into account the topology of the net-
for the anonymity degree, which takes into account possiblework, or that of any overlay defined by the anonymity sys-
heterogeneity. We model the effectiveness of single mixes ofem. The topology influences how much information can
of mix networks in terms of information leakage and mea- be gathered by an attacker, and thus has an impact on the
sure itin terms of covert channel capacity. The relationship system anonymity degree. For example, a system of fully-
between the anonymity degree and information leakage isconnected nodes will have a different anonymity degree
described, and an example is shown. from a chain of nodes. Third, the anonymity degree, as mea-

Keywords: Anonymity, Mix Networks, Covert Channels sure of the effectiveness of the anonymity system should be

independent of the number of users. While a large number
1 Introduction of users clearly cont_ributes to anonymi'ty, this not necessary
reflects on the quality of the anonymity system. Finally,

This paper studies the relationship between the the anonymity measure must be independent of the threat
anonymity degree and information leakage from an model, as attackers may use a variety of attack techniques,
anonymity network. or combinations thereof, to break the anonymity.

Since Chaum [2] proposed the mix network, researchers  Since the goal of anonymity attacks is to infer the com-
have developed various anonymity systems for different munication relations in a system despite countermeasures,
applications. Examples include Crowds [22] for anony- it is natural to model such attacks as covert channels, and
mous web transaction, Freenet [4] for distributed anony- interest has focused on the interdependence of anonymity
mous information storage and retrieval, Onion Router [12] and covert channels [20].

for anonymous routing, and Tarzan [11] for p2p network-  The designer of an anonymity system generally faces
Ing. ] ) ) the question of how much information may leak from the
How to quantify the anonymity provided by a whole anonymity network given the unavoidable imperfectness
anonymity system? Researchers proposed various definiof the anonymity network and how this may affect the
tions to quantify anonymity, such amonymity set sizeé  anonymity degree. The imperfectness of an anonymity sys-
[15], effective anonymity set sif23], and entropy-based  tem will result in the information leaking from the system.

anonymity degreg8]. While the metrics led to an increas-  Thijs information leakage can be evaluated in form of a
ingly better understanding of anonymity, they tend to fo- cgvert channel.

cus on the anonymity of aingle message under single
anonymity attack. In practice however, metrics are neededfoII
that take into account realities of today’s use of networks:
Communication settings in real systems range from single
messages, to message groups, to streams and FTP tran
fers. In addition, sophisticated attacks can resort to a variety

The major contributions of our study are summarized as
ows: First, we propose an anonymity degree to quan-
tify the anonymity providedby an anonymity networKhis
definition generalizes the information theoretic definitions
Bfeviously proposed in [23, 8]. Then, we propose a new
class of covert channels, which we cathonymity-based
*This work is supported in part by the Texas Information Technology COVert channelsWe formally prove how to establish covert

and Telecommunication Task Force. channels of maximum capacity over a single mix based on




anonymity attacks on the mix. Finally, we use anonymity- A big step forward was done by Serjantov and Danezis
based covert channels to assess the performance of mi23] and by Diazet al. [8] by proposing anonymity
networks. We show how the capacity of anonymity-based measures that consider probability distributions in the
covert channels can be used to provide simple descriptionsanonymity set. Both measures are based on entropy and can
of non-perfect mix networks, and can be used to formulate differentiate two anonymity sets that have identical sizes,
bounds on the provided anonymity. but different distributions. The measure in [8] normalizes
The rest of the paper is organized as follows: Section 2 the anonymity degree to discount for the anonymity set size.
reviews the related work. Section 3 describes the proposed A number of efforts have studied the relation between
anonymity degree and the relationship with other entropy- covert channels and anonymity systems. Moskowttal.
based anonymity degree definitions. In section 4, we de-[19] focus on the covert channel over a mix-firewall be-
fine the anonymity based covert channel. Section 5, Sec-tween two enclaves. The covert channel in this case is es-
tion 6, and Section 7 present the relationship between thetablished by the channel receiver determining whether an
covert channel capacity and anonymity degree for a single-anonymized sender is transmitting packets. Newetza.
mix case and mix-network case. We conclude this paper[21] focus on the covert channel over a timed mix. The au-

and discuss the future work in Section 9. thors in [20] make a series of excellent observations about
the relation between covert channels and anonymity sys-
2 Related Work tems. They illustrate this relation by describing the linkage

i ) o between the lack of complete anonymity (quasi-anonymity)
Chaum [2] pioneered the idea of anonymity in 1981. and the covert communication over different types of mixes
Since then, researchers have applied the idea to differengng propose to use of this covert channel capacity as a met-
applications, such as message-based email and flow-baseg for anonymity.
low-latency co_mmunications, and they have invented new  The work presented in this paper takes a system-level
defense technlqu.es as more attacks have been proposed. FQfew of covert channels and anonymity, and differs from
anonymous emalil ap_phcatlons, Chaum proposed to use r€previous work, such as [19, 20, 21], in two ways: First,
lay servers, called mixes, that re-route messages. Messag&ge assume that the existence of various sources of informa-
are encrypted to prevent their tracking by simple payload tjo |eakage in the elements (mixes, batchers, padders,
Inspection. ] , of an anonymity system are a reality that system design-
Helsingius [14] implemented the first Internet anony- ers and operators have to deal with. Some of the resulting
mous remailer, which is a single application proxy and covert channels can be identified and either measured or an-
replaces the original "emall’s source address with the ré-alyzed using techniques described in [19, 21} addition,
mailer's address. @cl and Tsudik [13] developed a rel- any cautious anonymity system designer or operator must
atively complete anonymous email system, called Babel. 355ume that even mixes presumed to be perfect are not so,
Cottrell [17] developed Mixmaster, which counters a global eyen if the particular weakness is not knawpriori. In this
passive attack by using message padding. It counters trlcklepaper, we use covert channel capacity as a generic measure
and flood attacks [13, 24] by using a pool batching strat- 1o model weaknesses (known or unknown) in the anonymity
egy. Danezis, Dingledine and Mathewson [6] developed gystem infrastructure. This gives a tool for designers or op-
Mixminion. Mixminion’s design considers a large set of erators to uniformly describe both known weaknesses (i.e.
attacks that researchers have found [1, 24]. The authorgegyits of attacks), or merely suspected ones, and to ana-
suggest a list of research topics for future study. Tor [9], lyze their effect on the anonymity provided by the system.
the second-generation onion router, is developed for circuit-Second, the anonymity degree of the mix network is a re-
based low-latency anonymous communication recently. It gyt of system-level effects: changes in the user population
can provide perfect forward secrecy. . or application mix affect the anonymity provided. So do
To evaluate the effectiveness of such anonymity systemsopology of the anonymity system and routing preferences
under anonymity attacks, a number of different anonymity ithin the system. As a result, there is no one-to-one map-
degree definitions have been proposed: The anonymity deping from the anonymity degree to covert channel capacities
gree proposed in [22] is defined as the probability of not of elements in a mix network andce versa In this paper,
being identified by the attacker. It focuses on each userye jnvestigate the relationship between anonymity degree

and does not capture the anonymity of the whole system.anq covert channel capacity in terms of what effect one has
Berthold et al. [1] propose an anonymity degree based ongp, the other.

the number of the users of an anonymity system. There
is an ongoing debate about what the role of the number of3 Anonymity Degree
users is in providing anonymity. Intuitively, the larger the

crowd, the easier it is for an individual to hide in it. In prac- A number of attacks have been described recenﬂy that
tice, however, attacks proceed by isolating users or groupsgive raise to reasonably high capacity channels on mixes.
of users that are more likely to be participants in a com- Several attacks to simple mixes lend themselves to an ac-
munication. This was first considered in theonymity set  curate analysis of the exploited covert channels, such as in

introduced in [3]. The anonymity set describes the set of [19, 20, 21]. For other attacks the covert channel capacity
suspectedenders or receivers of a message. The size of the

anonymity set is used in [15] as the anonymity degree. Lstatistical techniques can be used as well, as we describe in Section 3.




can be merely estimated, using statistical means. Examples We note that the attacker may use different attack meth-
are intersection attacks [7], timing attacks [16], Danezis's ods to estimate the probabilip([s.,, rv]s|[s:, 7;]a) for dif-
attack on continuous mixes [5], and the flow correlation ferent communications on different mixes, or even on the
attack [27]. The timing attack [16] uses cross-correlation same mix.

to match flows given the packet timestamps of the flow. @ The model above describes attacks on sender-receiver
Danezis’s attack on continuous mix [5] uses likelihood ra- anonymity, where both sender and receiver are anonymous.
tios to detect a flow in aggregate traffic. The flow correlation It can be easily extended to sender anonymity or receiver
attack [27] employs statistical methods to detect TCP flows anonymity, that is, cases where the sender only or the re-
in aggregate traffic. The flow correlation attack can achieve ceiver only are anonymous, respectively. For example, we
high detection rates for all the mixes described in [24] and can describe the results of a sender-anonymity attack in

for continuous mixes.
3.1 Attack Model

We model a single mix (Figure 1) as a communication
node that connects: sendersS = (s1, s2, 83, +, S, tO
n receiversk = (rq, 72,73, -,7y,). Every Sendeg; may
communicate to every Receiver. We say that @ommuni-
cationexists between, andr; whenevers; communicates
to r;. A communication betwees; andr; is denoted by
the term[s;, r;]. It can consist of a single packet being sent,
or of an established flow.

S1 T1
S22 — — 72
§3 — — 73
S4 — — T4

Figure 1. Model of a Mix
We model anattackto such a node in terms of its ef-

fectiveness in determining who is talking to whom: the set

of probabilitiesp([s,, 7v]s|[si, j]o) denotes the probabil-
ity that Communicatior|s,, r,]s iS suspected, given that
communication(s;, ;] is actually taking place. In other
words, a probability([s,, r,]s|[si, 7;].) denotes the prob-
ability of erroneously suspecting, sending tor, when in

actualitys; is sending to-;. This model allows for an accu-

rate description of many different attacks, as the probability
p([-,Js|['s -]a) can be defined based on the observation of
single packets, a number of packets, a flow or a session
depending on the particular attack method used. For exam
ple, the passive attack described in [25] determines a flow
successfully when the flow is alone on a link. So the prob-

ability p([s;,7;]s|[si,7;]a) Of correctly identifying commu-
nication(s;, r;] is equal to the chance that the flow is alone
on the output link from the mix to Receiver. Alterna-
tively, Danezis’s attack on the continuous mix, the probabil-
ity p([si,7j]s|[si,7j]a) is the probability that the likelihood

of the hypothesis assuming that the flow of interest is going

through the link between the mix and Receiveis greater

than any other hypothesis assuming that the flow of interest

is going to any other receiver. Finally, for the flow corre-
lation attack, the probability qi([s;, 7;]s|[si, 7;]) IS €qual
to the probability that the mutual information between the

flow of interest and the aggregate traffic on the link between

the mix and Receiver; is larger than the mutual informa-

tion between the flow of interest and the aggregate traffic on

any other outgoing link.

terms ofp([sy, *|s|[si, ¥|a) OF justp([s.],|[si],). To keep

the following discussion simple and general, we will focus
on sender-receiver anonymity, with the understanding that
sender anonymity or receiver anonymity can be modeled
just as well.

3.2 Proposed Anonymity Degree

We define a new measur®, for the anonymity degree
based on the following rationale: Let the random variable
[S, R], indicate theactual sender and receiver pair, and
the random variablgS, R, in turn indicate thesuspected
sender and receiver pair. If the attack identifies the com-
municating pairs with high accuracy, then the dependence
between the two random variablgs R], and[S, R], will
be high.

In general, the dependence of two random variables can
be measured using thutual informationof the two ran-
dom variables. The mutual informatidX; Y) of two ran-
dom variablesX andY is a function of the entropies of
andY as follows:

I(X;Y) = H(X) - HX|Y).

Therefore, the effectiveness of the attack can
be described in terms of the mutual information
I([S, Rla; [S, R]s).

To give a more figurative interpretation of mutual infor-
mation as measure of the attack effectiveness, we use an
analogy to communication channels: Mutual information is
typically used to describe the amount of information sent
across a channel from a send€rto a receiverY where

@

'H(X) is the information at the input of the channel and

H(X|Y) describes the information attenuation caused by
noise on the channel. (See [18] for an easy-to-read intro-
duction to the information theory used in this context.) This
gives an intuition of why mutual information describes the
effectiveness of an anonymity attack: L6t R], be the ran-
dom variable that describes the actual sender and receiver
pair. Let the attacker’s estimate [, R], through observa-
tion of the system, i.e. the attack, ¢ R],. The informa-
tion carried through the observation channel provided by the
attack is thereford([S, R]4; (S, R]s). The higher this car-
ried information, the more accurate the anonymity attack.
Using the textbook definition for entropy, the effectiveness
of an anonymity attack can be described as follows:

I([S’ R]a§ [‘97 R]%) = H([Sv R]a) - H([S) R]aHSv R]s)
Z p([‘g?T]SHS’T]a) (2)

[s5,7]as[5,7]s p([S,’f’]s)

p([s, T]m [S,T]S) log



In  Equation (2), ,
p([s;rla)p([s,rls|ls;rla) ~ and — p([s, r]s) =
2 (s.]a P[8:T]as [s:7)s). We let p([s,r],) denote the
a priori probability of s communicating tor, typically
derived from the expected traffic frosto r.

We can now formulate thénonymity DegreeD as a
function of the attack effectiveness as follows:

I([S, R]a; [S, R]s)
log(m - n)

Sincel([S, R]a;[S, R]s) < H([S,R],) < log(m - n),
we uselog(m - n) to normalize the anonymity degree into
the range of0, 1] in Equation (3). Alternatively, one could
chooseH ([S, R],) as normalization factor. However the
latter depends oa priori probability of communication be-

we let p([s, r]a,gs 7]s)

D=1- 3)

tween each pair of sender and receiver. The impact of this

a priori probability been taken into account by the term
p([s, r]a) in Equation (2).

The equality I([S, R]a; [S, R]s) H([S, R],) holds
when perfect identification is achieved, that is,
p([si,7j]s|[si,7j]la) = 1 for each pair of sender and re-

ceiver. This corresponds to the situation where anonymity is.
totally broken, in which case the anonymity degree measure

D is zero

3.3 Relationship to Previous Anonymity Degree
Definitions

The anonymity degree definitioP is a generalization

of the entropy-based definitions proposed in [23, 8]. In fact,

we can rewrite the attack effectivenes§s, R],; [S, R]s)
as

I([S’ R]a; [Sa R]S) = H([Sv R]s) - H([S’ R]SHS7 R]a)
H([S, R] )
- Z S R] |[S7R]a = [S’r}a) (4)
[s:7]a

In Equation (4), the ternd ([S, R]s|[S, R]a = [$,7]a)

represents the conditional entropy of the suspected sender-

receiver pair distribution given the communicationr|.

[s,7]s. The channel transition probability([s, 7]s|[s, r]a)
(i.e. the probability thafs, r], is suspected as communi-
cation given thats, r], is the actual communication) de-
scribes the result of the anonymity attack.

Figure 2. Single-Mix Scenario

We use the simple scenario shown in Figure 2 as an ex-
ample. We assume that the attacker can collect data at the
output ports of the mix as well as some additional infor-
mation about incoming traffic from the senders. The de-
tails on how this information is collected and evaluated de-
pend on the particular attack. See Section 3.1 for exam-
ples. Given sufficient collected data, the attacker can de-
tect individual communications, such s, r2|, with some
non-negligible probability, despite the anonymity preserv-
ing count-measures in the mix.

The fact that the attacker is able to gain information
about communications indicates that a covert channel of the
following form exists: A covert channel sender can send a
symbol by establishing a communication from some Sender
so to Receiverr; and send another symbol by establishing
a communication from Sendag to another Receiver;,.

The covert channel receiver can use the anonymity attack to
detect the flow’s direction and then make the decision. The
channel model is as shown in Figure 3. For sake of sim-
plicity, in this example we limit the covert channel sender
to establishing communications from Sender Allowing
communications from Sendey increases the set of input
symbols accordingly.

We compute the capacity of the (anonymity-based)
covert channel in textbook fashion by maximizing the mu-
tual information over all input symbol distributions:

max I([s2, Ra; [s2, R]s) (5)

p [€27T] )

This corresponds to the anonymity degree definition de-
scribed in [23] and also to the core of the anonymity degree
defined in [8].

In our mutual-information based anonymity degree, the
entropy-based degree is included by averaging according to log
p([s,]a), thea priori probability of traffic between each
pair. In comparison with entropy-based definitions above,
our proposed definition describes the anonymity provided
by a network of mixes.

2 2
ZZ Serl as 5277’]} )
=1 j=1

([SQa r]]m [82>r2]s)

p(iszrida)p(szrile)

p([ SQ,T]

p([52,m1]s[s25 m1]a)

. [52,71]a ¥ [s2,71]s
4 Anonymity-Based Covert Channels
P([s2, 71552, m2]a)
Less-than-perfect anonymity systems give raise to a form
of covert channel that is exploited by anonymity attacks. ([52, 72)s|[52, T1]a)
We call this form of covert channahonymity-basedovert Pesimer T e
channel. The input symbols of this type of covert channel [52,72]a > [s2,72]s

are theactual sender-receiver pairs, r|,, and the chan-
nel output symbols are theuspectedender-receiver pairs

p([52,m2]5[52, 72]a)

Figure 3. Anonymity-Based Covert Channel
Model



The covert channels previously proposed in the contextHence, the capacity of Channelcommunicating to all re-

of mix networks [20, 19, 21] are not anonymity-based in the ceivers is larger or equal to the capacity of all other covert
sense described above, as the signal is not received acrosshannels that communicating to only a subset of receivers.
the channel as the result of an anonymity attack. Rather,O

they describe information leakage in low-level mechanisms
that are used to realize mixes, such as batching mechanism
in [20, 19]. These covert channels are then exploited by the
anonymity attacks, which in turn can be used to establish
the type of anonymity-based covert channels described in
this paper.

Fheorem 1. For a single mix, the maximum covert-
channel capacity is achieved when the covert channel
sender controls all the Sendergss, ---,s,,, and the in-
put symbols of the corresponding channel include all the
possible pairss;, r;],.

5 Single-Mix Case

The proof of Theorem 1 follows the same approach as

the proof of Lemma 1. From Theorem 1, we can get the
following corollary.

In a mix with a single Sendes , a covert-channel sender
can establish a covert channel by havingcommunicate
with any combination ofi among then receivers. For this
covert channel, the set of input symbolg[[s;, 7], : 1 < _ _ o
k < n} and the set of output symbols {$s,,,7,]s : 1 < Corollary 1. For the single-mix model shown in Figure 1,
u < m,1 < v <n}. We can include all communications the maximum covert-channel capacity is
into the set of output symbols because the improbability of C = max : I([S, R]a; [S, Rs).
any particular communication being declared as suspected """
by a particular attack can be appropriately reflected by a ] .
zero transition probability. From Corollary 1 and Equation (3)3 we get the rela'glon—

Thereforez'@_l (n) diﬂ’erent covert Channe's can be Sh|p betWeen the qua.“ty Of a S||':]g|e m|X_(|.e. the CapaCIty Of
established Jéimijlarly if the covert channel sender @ny covertchannel that allows information to leak from the

has control over multiple senders, there are at Ieast.m'x) :;md the anonymity plegree. (Note that this relationship

S (M), () different covert channels that can be is trivial for the single-mix case. However, we make use of
=1\ ) =1 g m o —n /m this result in the analysis of networks of mixes.)

established. Which of thesg" | (") >, (7}) covert

: . =LA
channels has the maximum capacity? . . o : .
Lemma 2. Given a single mix with a possible maximum

Lemma 1. For a single sendes; on a single mix, maxi-  information leakage that is upper-bounded @y, the

mum covert channel capacity is achieved wkegommu- anonymity degree of the single mix is lower-bounded by

nicates to all receivers. 1 — Sueer_ - Similarly, given that the anonymity degree
g (m-n)

Proof. By having s; communicate to all receivers, the provided by a single mix is upper-bounded by, the
covert channel sender can send all the possible symbolsnaximum information leakage of the mix is lower-bounded
[si,75]a, 1 < j < n. We call this covert channel. Without by (1 — Dypper) log (m - n).

loss of generality, we assume another covert chagrisl

established by communicating only to a subset of receivers,”T00f- If the covert channel capacity is upper-bounded by

r1, 72,1 1 <D< n. uppers
By definition, the capacity of channek is the

maximal mutual information over the distribu- p - 1 LS Blas[S, Bls)

tions  p([si,71]a), P([si,72]a), -+, ([8i,7n]a),  Where log (m - n)

> p([sis74la) = 1, thatis: 1— c

j=1 - log (m - n)

Cx = max 1 S, R as S, R s . 6 Oupper

ollsg o) s, T (S Bl S i) © = I g (mon)
<p([si:mn]a)

If Senders; does not send to Receivey, the probability If the anonymity degree is upper-boundedby,,..,
p([si,7j]o) IS zero. By constraining some of the probabil-

ities to zero, the maximum value of the capacity does not C = maz(I([S, R[S, Rl,))
increase. > (8. Rlu:[S. Rl.)
C, > a I([S, R]s; S, R]s - _ .
z = p([sisrl]aj‘[?)([)s(isrﬂa),“', ([S: Rla; | ]s) (1-D)log(m-n)
;D([Si,h,]a),o, Ty > (1 - Dupper) log (m . n)
n—l1
_ max 1([S, Rla: [S, R],) = C 2 describes how the design and implementatier-§RiMg of a

p([s:,71]a).p([si72]a), e Y mix affects effectiveness. In the following sections, we will

op([sisrila) describe this relation for the case of mix networks.



6 Mix Network Case oo ow o ow Rl
6.1 Anonymity Degree of a Mix Network - B— 0 <

We generalize the anonymity degree for a single mix de-
fined in Equation (3) to the network case by observing that
the effectiveness of a mix network can be represented sim-
ilarly to that of a “super mix”. LetR,; andS),; represent Figure 4. Case (2)
the set of senders and receivers of the super mix, respec- '

tively. The anonymity degree of the super mix (and of the oyerlap, we distinguish three situations: (i) There is only

mix network) is one segment where the two paths overlap. (i) The two paths
I(Sv. Rul . 1Su. R share multiple segments. (iii) There is no overlap between
D=1- ([Sa1, Ratlas [Sar, Raals) 7 the two paths. Since there is no overlap in Situation (iii),
log(m - n) the probability of suspecting a communication over pagh

to be the communication over path, is zero. Hence, we

where, similarly to the single-mix case, only need to further pursue Situation (i) and Situation (ii).

1([Sar, Rarla; [Sars Radls) = Situation (i) can be divided into four sub-cases:
Lo R s Case (1): P, andP, are identical. This implies that, = s;
> (p([8i,7j]as [Sus Tols) andr, = ;. In this case, the probability of suspecting cor-
[56,75]as[SusTo]s rectly is the product of the probabilities of locally suspect-
P[50, 705 |80, 75]a) ing correctly at all mixes along Path,. If we denote the
-log 0 USRI, 8) mixes on PathP, to be M, Mo, - - -, M, then
P([susT0]s)
I([Sar, Rasla; [Sar, Rags) is determined by ([s;, 7;]a) p([si,m5ls.po |53, 75]) = pa([si, Mals|[si, Ma]a)
and p([sy, rv]s|[si,75]a), Where probabilityp([s;, r;]a) IS -1
the proportion of traffic betwees; andr;, and the prob- .(H Pa([Ma—1, Mas1]s|[Ma-1, Mas1]a))
ability p([sw, rv]s|[si,7j]a) IS determined by the results of d=2
the anonymity attack at one or more mixes in the mix net- pr(IMi_1,75)s|[Mi—1,75)a)- (10)

work. In the following sections, we describe how to make
use of the single-mix attack result to describe the effective-

. This follows directly from the fact that correct guesses at
ness of a mix network.

each mix on the path cause the attacker to correctly suspect

6.2 Effectiveness of Single-Mix vs. Super Mix the actual path.
) Case (2): Py and P, share the same path from through
In the following, we use the termy, ([s., 7v]s|[si; 75]a) the first Mix M; to some Mix2/;, and then diverge due to
to represent the transition probabilities that are the an error at Mix;. This is illustrated in Figure 4 where,
result of some anonymity attack on Mix¥/,, and in order to emphasize the paffy and P,, other possible

P([su,m0]s|[s1,75]a) to represent the end-to-end transition connections among the mixes and other possible mixes are
probability for the super mix. Without loss of general- jgnored. The fact thaP, and P, share the same path from
ity, we assume in the following that the super mix transi- ¢. means that; is correctly suspected, i.e, = s;.
tion probability we are interested inf&[s., roJs[si, 7;]a)- In this subcase, the probability of erroneously suspect-
The process to determine the relationship between;nq some receiver, other thanv; is the result of correctly
Pr([Su; rolsllsi rila) and p([su, rolsllsi 75la) can be di-igeniifving the path up to some Mikz;_,, and then making
vided into three steps. . a mistake at Mix\;. Once an error has been made, the re-
Step 1: Find the set?,, of all the possible paths between  p,4ining mixes on the path to any erroneously suspected Re-
s, andr,. Clearly ceiverr, are not on Pattf. According to the attack model
described in Section 3, no differentiation can be made be-

P([susrolsllsi,rila) = tweenr, and any other receiver that can be reached after
Z P([Sus Tv]s, P, |[Si575]a) 9) making an error at Mix\/;. We therefore aggregate all re-
PocP.,, ceivers that can be reached after an error at Mixinto

what we call acloud of receivers. We denote byqu the

where p([sy, 70]s,p, |[si,7;]a) denotes the probability of  cloud that is a result of an error at Mid;, where commu-
suspecting communicatios;, 7;], to be communication nication[s;, ;] is incorrectly identified because Pqrvas
[su;m0]s Over PathP,. Note that the actual communica- erroneously selected instead of the port takerjspyr;]..
tion betweens; andr; takes only one path, which we call  For the example in Figure 4, the probability of suspecting

PathF. receiver to be inside Cloud@?/ is
Step 2: Determine the probability of suspecting an actual t/a

communication over PatR, to be the communication over 3
another path?,. Depending on how PatR, and PathP, ([s4, C;jq}sHsi,rj]) = p1([si, Ma)s|[s:, M2]a)



Figure 5. Case (3) Figure 6. Case (4)
-1 Case (4): P, and P, only share their path in middle of each
(I pa((Ma-1, Mas1]s|[Ma—1, Masa]a)) path, as shown in Figure 6.
d—2 In this case, we combine Case (2) and Case (3) as fol-
ij lows:
pu([Mi—1, C Lol [Mi1,m5]a)- 1y "

p([SC,. RO Jllsis5]) = pa([si, Mols|[si, Mala)

Since we are only interested raceiversin the cloud, we 1

ij ; ; _

call ¢y, areceiver prud_n this case. Whenever the con '(H Pa([Ma—1, Mas1]s| [Ma—1, Mai1la)) -

text requires, we distinguish between sender clouds and re- prai

ceiver clouds, denotedC and RC, respectively. We ag- ij

gregate receiver into clouds because, without additional ev- p(1SC7,, Migals|[Mi-1, Mis1]a)

idence about the actual flow, it is impossible to differenti- L-1

ate suspects in a cloud by assigning different probabilities. ( H pa([Myg—1, Mai1)s|[Ma—1, Mgi1la))

More sophisticated anonymity attacks may make it possible d=i11

to better differentiate receivers and senders in local attacks ij

on mixes. In such a case we would modify our detector 'pL([MLfl’RCL/q]SHMLfl’Tﬂ']G)’ (13)

model and extend Equation (11) accordingly. In some cases,
a cloud can consist of a single receiver or sender.

The dashed line between MiX/; and Receiver; in
Figure 4 is to emphasize that the existence of intermedi-
ate mixes aften/; will not further contribute to suspecting

We point out that Case (1), Case (2), and Case (3) can all
be regarded as special cases of Case (4). In Case (1), both
sender cloud and receiver cloud have only one sender and
one receiver respectively. In Case (2), the sender cloud has
only one sender, while in Case (3) the receiver cloud has

communicatiorfs;, 7], as communicatiofs;, C}7 ;. only one receiver.

Case (3): Py andP, share the same path from some Mif Situation (ii) can have two or more overlaps between path
to the receiver. Similarly to Case (2), we introducgeader Py and P,. However, the attacker loses the ability to in-
cloud 7, which is connected to the (input) Parbf Mix fer anything about communicatio;, r;], after the first
M,. Since the anonymity attacks from Mix/; to Mix mistake, where the two paths split. All the nodes reach-

M;_, may make wrong decision to suspect communication able after the first mistake have to be aggregated in a re-
[si,7;]a @5 communications from senders attached to theCeiver cloud. This situation is therefore no different than
Mixes M; to M;_,, the probability of suspecting commu- the Single-overlap situation described above. .
nication[s;, ;], @ communications from senders attached Theij resyjlt of Step 2 is the probability
to the Mixes afterM;_; will be p; ([si, Ma]s|[si, Ma]s) - P(SCyy,, RCY, sllsi,r5]) of suspecting communica-

—1 . —_ ij ij
tion [s;, r;]. @s communicatiofSC}; , RC, |,.
My_1, M, A Mg—1, M, . Then a wron v iJlae Up "7 L/qlsT
(dl;[2pd([ Cf b Ml [Ma—y dﬂ]a.)) g. Step 3: In Step 1 and Step 2 we determined path-
guess at Mix\/; and correct guesses till the end of path will dependent end-to-end transition probabilities of the form

result in the suspected communicat[o?i@;jm r;]s. Forthe p([SC;;p, RCZLJ/q]SHsZ-, r;]4) from the local transition prob-

situation in Figure 5, the probability of suspecting commu- abilities at the mixes. This allows us to determine the end-

nication[Cf;q, 7;)s iS to-end transition probabilities of the super-mix (and — as a
side result — the anonymity degree of the mix network) by
solving the following optimization problem:

(g rilsllsisms]) = pr([sis Mals|[si, Mala) Given:

-1 e Local transition probabilitieg, ([-];|[-].) at each mix

([T pallMa—r, Maya]s| [Ma—1, Mai1]a)) M, in the network y .
o e Path-dependent transition probabilities

] ] e

'pl([cﬁw My a]s|[Mi—1, Mig1]a) p([S,Cl/p’ RCL/q]S_HS“ rila)- o -

L e Traffic volume in form of a priori probability
M1, M) s|[Ma_1, M, plsorgl)- :

( H pa([Ma-1, May1]s|[Ma—1, Mas1a)) Objective Function: Minimize the Anonymity Degree)

d=1+1 in Equation (3). This is equivalent to maximizing the mu-

pr([Mp—1,75]s/[Mr-1,7]a)- (12) tual informationl ([S, R].; [S, R]s) in Equation (2).



Constraints: The optimization problem is subject to the "
following three sets of constraints:

[Constraint Set 1:] The sum of all path-independent tran- - B
sition probabilities to all the end nodes in a group of clouds

is identical to the sum of path-dependent end-to-end transi-

tion probabilities to the clouds in the group. For simplicity - B

of notation, we formulate this for the special case of a cor- . " "

rectly suspected Sendey. The extension to the general Figure 7. A Small Example

case is cumbersomej, but straightforward. Get,? be the 6.3 A Small Example

smallest set of receiver clouds that contajnand all re- ) ) o

ceivers inGR7 . We use the example mix network displayed in Figure 7 to
illustrate how to compute end-to-end transition probabilities

Vr, : Z P[5, 7wl [51575]a) as described in Step 2 of Section 6.2.

We focus on communicatio, r1]. Suppose the actual
o communication takes the rouf®: sy — M; — M3 —
= Z p([si,RCl%]s,pb\[s,;,rj]a)(14) Ms — r1. In this case, the probability of (erroneously)
suspecting communicatiofs, , 3] is computed as follows:

Tw GGRi’j

RC| ! €GRy’
[Constraint Set 2:] The sum of all path-independent tran- p([s1,7slsl[s1,71]a) = pallsn, Mals|[s1, Msla)
sition probabilities to a sub-group of receivers is larger than p3([My, r3]s|[My, Msa) (18)
the sum of the path-dependent end-to-end transition proba-his computation is simple, since there is only one path
bilities to the clouds which only contain the receivers inthe frqm ¢ to 7.
sub-group. Itis true because one receiver in the sub-group The sjtuation of (correctly) suspecting communication
may be contained in another cloud which contains the re-;, .1 'is more complicated, because two paths can be
ceivers not in the sub-group. L&, be a subset of the set  ta1en. One isPy - s, — M, — My — Ms — ry, the
R of all receivers. Defindd;’  to be the set of all clouds  other isP; : s; — M; — My — Ms — r1. Clearly, we
that contaironly receivers i, For the simple case ofa  have
correctly suspected Sender
p([s1,71]s,po|[s1,71]) = p1([s1, M3]s|[s1, M3]a)
VRsup : Z p([si,rolsl[si,75]a) ‘p3([My, Ms)s|[My, Ms]a)
v ERaup 5 ([M3,71]s|[M3, Mi]a) (19)

Z Z p([si: ROpjyLs,p|[i,75]a)- (15) of suspectings;, 1] over PathP,.
RC; eHy | For path P, we <can not get express
) ) p([s1,71]s,p,|[51,71]0) directly in terms of anonymity
[Constraint Set 3:] The sum of all path-independent tran- attack result at mixes, because the wrong guess atWlix
sition probabilities to a sub-group of receivers is less than will possibly lead to two receivers; andr,. So we have
the sum of the path-dependent end-to-end transition probas, aggregate Receiver, and r, in receiver cIoudOll‘/l,
q

bilities to the clouds which have at least one receiver in the :
sub-group. It is true because these clouds may have othel/N€ré¢ denotes the wrongly selected output port at Mix
M. So what we can get is

receivers which are not in the sub-group. I&t,;, be a sub-

set of the sefz of all receivers. Defind};’ = to be the set p([s1, 011}1]5|[51,7~1]a) -
of all clouds that containat least one of the receivers in e
Ryup- We can conclude: p1([51, M4]s|[51a Ml](l) ) (20)
where the erroneous selection of Ppdn Mix M leads to
VRsup Z P([si; rolsl[si:75]a) the suspected Path — M; — M,. Clearly both Receiver
Tv ERsup r1 and Receiver, can be reached after selecting Ppdn

< s,v,RCi’j s SirTila). (16 Mix M.
B Rciz:ﬂ-,j Pllsi RGjglsn|lsi,7ila). (16) In turn, by following Equation (14), we can get
l/a~" Rsup
. " I p([s1,71]s[[s1,m1]a) + p([s1,72]s][s1,71]a) =
[Constraint set 4:] The end-to-end transition probabilities p1([51, Mals|[s1, Mile) + p1([s1, Mals|[s1, Ms]a)

for all suspects for all actual communications sum up to 1:
p3([My, Ms|s|[My, Msa)

Vi, i Y p([surolsllsimila) =1 (17) ps([Ms, m1]s|[Ms, Mila) - (21)

SusTov

After repeating this for all possible sender-receiver pairs,
The solution of this optimization problem is the set of expressions for the end-to-end transition can be formulated,

the end-to-end transition probabilities of the super mix that and the optimization described in Step 3 of Section 6.2 can

minimize the anonymity degree of the mix network. be used to determine the anonymity degree of the network.



Lemma 4. For two mixes connected with more than one
links, the capacity of the covert channel built on the super
mix, cc({Ma, Mp}) will be no greater thad's + Cp.

The proof is similar to that of Lemma 3. Instead of only
_ one path between/, and Mg, there are more than one
noon paths betweeM 4 andMg. But it will not affect the use of

Figure 8. Mix Network of Two Mixes the inequalities employed in the proof of Lemma 3.
7 Covert Channel Capacityvs. Anonymity Theorem 2. In a mix network of K’ mixes, the sum of the
Degree in Mix Networks capacities of all the covert channels in the mix network will

K
be no greater thar)_ C},.

The analysis of the effectiveness of anonymity networks Proof. This thedfeh can be proved by induction &h

is rendered difficult for two reasons, among others: First, at- " . . :
tacks on such networks are typically out-of-the-box attacks Mixes With the help of Lemma 4, as any dét+ 1 mixes
(for example none of the intersection attacks, trickle attacks, €& Pe partitioned into a supermix &f mixes and a single
or others target measures taken by the mix network). SecM*-
ond, itis unknown where and how traffic informationis col- 7.2  Relationship
lected. Is the attack targeting individual mixes or clusters of o _ ) ) ) )
mixes? Is the information collected on a per-mix or a per-  Similarly to the single-mix case in Section 5, we are in-
link basis? terested in how bounds on the achievable anonymity degree

In this section we describe how the anonymity in mix are affected by the covert channel capacity of the system,
networks can be systematically analyzed and boundeg@ndvice versa For example, it is obvious that an upper
based on estimates of either per-mix weakness (using locaPound on the anonymity degree will resultin a lower bound
covert channels) or the entire mix network (using network- On the total covert-channel capacity, following the observa-
wide covert channels). For this purpose, we investigate thetion that_anonymlty attacks are more effective in less anony-
relation between the covert channel capacity of a mix net- MOUS MIXes. o _
work and the anonymity provided by the network. The upper bound),,,c, on the anonymity gives raise

to a lower bound”;,... on the sum of the local channel
7.1 UpperBound onthe Covert Channel Capacity ~ capacities:
in Mix Networks K

Clower = mln(z Oh) (22)

Let the mix network have<{ mixes. For Mix\{;,, we n=1
use S, and Ry, to represent the set of senders and re-  First, the locak priori probabilities for communications
ceivers of Mix M, respectively. Any anonymity attack at each Mix);, must sum to one:
on Mix M, will lead to a set of probabilities of the form

Pr([Su, Tv]s|[Si,75]a) With s, @ands; in S;, andr, andr; in Mh N
Ry, DD onllsirila) = 1. (23)
In a mix network, there are various ways to establish i=1 j=1

covert channels. For example, in the mix network shown in Second, the transition probability from each input symbol
Figure 8, there are at least two ways to establish the covert[s, r;], of each mix should sum up to one:
channels using the two mixe® 4, and Mg. One way is

to establish one covert channel &h, and Mg separately. Dk Dh
Alternatively, one can establish a covert channel on the su- Z th,([su, rolsl[si,7jla) =1, (24)
per mix containing both\/4 and Mg. We assume each u=1v=1

mix can only be contained in one covert channel as before.  Third. the anonymity of the system, as computed in Sec-
In the following, we use the notatior(M) to denote the  +ion 6.1 should not exceel, .. ’

covert channel that can be established over the set of the \ye can solve this constrained optimization problem an-
mixes M. If we denote the capacities ot({Ma}) and  giytically by using Lagrange multipliers and Kuhn-Tucker
cc({Mp}) to beCy andCp, respectively, then the sum of  congitions.  Or we can use numerical methods such as
the covert channel capacity clearly@% + Cs. We have  \ionte-Carlo.
the following lemma: Similarly, given upper bound’,,,,...- on the total covert

) ) channel capacity of the mix network, we would like to find
Lemma 3. The capacity ofcc({M4, Mp}) will be no oyt a lower bound;,... for anonymity degree of the mix
greater tharC'y + Cp . network.

The objective function becomes

I([Sms Rasla; [Sar, Rals)
log(m - n)

The proof is constructive in nature and can be found in
[26]. Extending the two mixes case in Lemma 3, we can get
the following Lemma.

| (25

Diower = mln[l -



Communication| Actual Path From Figure 10(a), first we can observe that the lower

sl,rl], s1 — My — Mg — Mg — 1 bound of the anonymity degree decreases with increasing
s1,r2], s1 — My — M3 — Mg — 1 bound on the capacity, just as we expect. In addition, the
s2,r1], s1— My — My — My — 1 capacityC',,, increases with increasing connectivity. For
52,12], s9 — My — My — Mg — 1o a given upper bound of the capac(y.,.,, increasing con-

L nectivity will increase the anonymity degree. Third, we can
Table 1. Path of the Actual Communications observe that there is large gap between the base topology
This optimization problem is over all possible anonymity and the topology of the next higher average degree. This
attack resultpy, ([sy, 7v]s|[si,7j]a). Constraints (23) and is because adding the edge of labekill connects; and
(24) still in this case. The new constraint is r2 and the Communicatiofs;, 2], can be suspected as
[s1,71]s. So the initial edge added to the topology can in-

K crease the anonymity degree significantly. In comparison,
Cupper = Z Ch (26) the effect of adding edge with Labéls marginal.
h=1 Effect of Adding Different Edges In the second set of ex-
amples, we use the solid lines and edge with ldkad base
8 Evaluation topology. Then we add one more ed))es or 4 to the base

) o topology. We label the new topology ds B andC respec-

We use the mix network shown in Figure (9) as an ex- tively. Clearly these topologies are of the same average de-
ample to illustrate the relationships established in the previ-gree. From Figure 10(b), we can observe that the anonymity
ous section. We choose six mixes because it is not a trivialdegree increase cause by adding edge with ftsesmaller
topology, and both a mix cascade and a stratified networkthan adding the other two edges. This is because adding the

case [10] can be established-on the SiX mixes. other two edges can make Communicat[% Tl]a possi-
We assume that communications between each sendetple and the Communicatiofs,, ], can be suspected as

receiver pair have the sanm@epriori probability (alterna-  gther communications.

tively, the same share of total traffic volume). Since there Effect of Path Selectionin this set of examples, we focus
are two senders and two receivers, we have four senderyn the topology containing all the solid and dashed lines
receiver pairs. The actual path for Communicatienr;l.  except the edge with labl We consider two cases. In one
is shown in Table 1 if the actual path is not specified and the case | the actual path for Communicatign, 1], follows
path is possible in the topology. We assume the anonymitypath A as in Table 1. In the other case, the actual gafor
attack at each mix is useful, meaning the attack can |dent|fchmmunicatior[32, T1]q IS 51 — My — Mg — M5 — ry.

the actual local communicatida;, r;], with a probability We can observe going though MiX; will slightly in-
equal or larger than random guess. For our examples, Werease the anonymity from Figure 10(c). This is because
use adaptive simulated annealing to solve the optimizationyjix 37, has more output and input links than the other

problem to establistD;o.., from a known bound on the  mixes. Sothe communication through Mi¥; is more easy
mix network capacity. to hide.

I M;

.
!

s 9 Summary and Future Work

M:
i—g I We propose a new mutual information based anonymity
2.
l‘ﬁ
M

- B

- 4

- BT
) M: ) 6 anonymity degree and anonymity attack based covert chan-
Figure 9. An Example Mix Network nel capacity is derived for both a single mix case and mix
Impact of the Connectivity Obviously the connectivity  network case.
will affect the anonymity degree in a mix network. In our Our work is the first to give out the relationship be-
first set of examples, the base topology contains only thetween anonymity degree and the capacity of anonymity-
solid lines in Figure 9. Then edges are incrementally addedbased covert channel. In the mix network case, these rela-
to the base topology in the order of the label assigned totionship are described in a scenario-oriented fashion. What
each edge. The average degree of the topologies includinds needed is a set of rules to map and cluster arbitrary net-
base topology arg, 16—,4, 1—66, 3, % respectively. works into super mixes and clouds. Further research will be
For every mix in the base topology, there is only one onthe multicast or broadcast channels in the anonymity net-
input link and one output link. So there is only one sender work and its relationship with anonymity degree. Finally,
receiver pair for the mix in the base topology. A channel we need to extend the work from anonymity-based covert
which has only one input symbol and one output symbol channels to general covert channel in mix networks, such as
will have capacity zero. So the capacity,,,, is zero for the non-anonymity based covert channels as in [20, 19, 21]
base topology. or other formalizations of information leakage based at-

degree. It gives out one number which is between zero
and one to indicate the overall effectiveness of a whole
mix network. We also gives out a proof on how to achieve
g r maximal covert channel capacity for a single mix based on
anonymity attacks on the mix. The relationship between the

3
<] el
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Figure 10. Effect of Topology

tacks. Eventually, a conclusion is needed that allows to [13] C. Gllcii and G. Tsudik. Mixing E-mail with Babel. In

aggregate attacks and so formulate the level of anonymity Proceedings of the Network and Distributed Security Sym-

provided by systems with less-than-perfect components. posium - NDSS '9fpages 2-16. IEEE, February 1996. _

[14] J. Helsingius. Press release: Johan Helsingius closes his
Internet Remailer. http://www.penet.fi/press-english.html,
1996.

[15] D. Kesdogan, J. Egner, and Ru&hkes. Stop-and-go
MIXes: Providing probabilistic anonymity in an open sys-
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