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Botnets: Big Problem

o “Attack of zombie computers is growing
threat

(New York Times)
* “Why we are losing the botnet battle
(Network World)
e “Botnet could eat the Interriet
(Silicon.com)
e “250% of Internet PCs are part of a botnet
(Vint Cerf)

|
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BotSniffer
SUVNINEA  Research Overview

What are Bots/Botnets?

 Bot (Zombie)

— Compromised computer controlled by botcodes (malware
without owner consent/knowledge

— Professionally written; self-propagating

« Botnets (Bot Armies)
— Networks of bots controlled by criminals
— Key platform for fraud and other for-profit expleit
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Botnet Epidemic

 More than 95% of all spam

 All distributed denial of service (DDo0S)
attacks

e Click fraud
* Phishing & pharming attacks
 Key logging & data/identity theft

 Distributing other malware, e.g.,
spyware/adware
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Botnet C&C Detection

C&C Is essential to a botnet
— Without C&C, bots are just discrete, unorganizddations

C&C detection Is important

— Relatively stable and unlikely to change withinrmit
— Reveal C&C server and local victims

— The weakest link

C&C detection is hard

— Use existing common protocol instead of new one
— Low traffic rate

— Obscure/obfuscated communication

Georgia \J\ Coll

Tech M Comp

Ty 2/12/2008  Guofei Gu NDSS’08 BotSniffer: Detecting Botnet C&C Channels in Network Traffic

6




Introduction Botnet Problem
. Challenges in Botnet Detection
BotSniffer Related Work
NNNNNNNNNNNNNNNNNNNNNNNNNN Summary Research Overview

Related Work

 [Binkley,Singh 2006]: IRC-based bot detection
combine IRC statistics and TCP work weight

* Rishi[Goebel, Holz 2007]: signhature-based IRC bot
nickname detection

« [Livadas et al. 2006]: (BBN) machine learning based
approach using some general network-level traffic
features (IRC botnet)

o [Karasaridis et al. 2007]: (AT&T) network flow level
detection of IRC botnet controllers for backbone
network (IRC botnet)

e [Gu et al. 2007]: BotHunter
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Related Work
SVININERA  Research Overview

INFORMATION SECURITY CENTER

Our Approaches: General Picture

Enterprise-like Network

Vertical Correlation

BEotHunter
(Security’07)

Horizontal

Correlation

Bot;Sniffer
(N D:SS’08)

ia |
SeSUER|GEi5RE, 2/12/2008  GuofeiGu  NDSS'08 BotSniffer: Detecting Botnet C&C Channels in Network Traffic 8




Talifele[V[@ife]s Motivation
2 Architect
BotSniffer A[gcoiifhcn;”e
INFORMATION SECURITY CENTER Summary Experiment
Botnet C&C Communication
bot IRC C&C server
C&C
Server loginuserpassword
% command (R C) -
Bot Master T
Bots re:ap.:uc::n.nse. R Password accepted
@ mmr@ﬂ--w““r botabout  ——— ]
= TBSpONSe -
(|} C&C: Push StYlE Phatbot3 (Alpha 1) "Release" on "Win32" 1
botsysinfo
‘-_a'}fhat's curent command? ggger -t_—_—__ -
(HTTP) cpu; ...ram; ..os: ... ™
Selulieln Ny & Bot Master
Bﬂtﬁ = mn = w lScan.start e
@]‘“’T’TU?‘E.'?.%'It'?_!lt..'?_'?_'tf?mﬁn_d_?_,.. @f—ﬂ —
command CSendFile(0x46E46A28h): Transfer tc:;.)‘;_}(.){_ﬁ;shed
(I C&C: Pull style

(a) Two styles of botnet C&C
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(b) An IRC-based C&C communication
example
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Botnet C&C: Spatial-Temporal Correlation and Similarity
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INFORMATION SECURITY CENTER

BotSniffer Architecture

i i Reports
Monitor Engine —
Activity
’ Response TT
Detection
Scan .
R\ WMalicious Activity Correlation
Spam Engine
Binary
Network Downloading

Preprocessing |—p

Traffic
HTTP/IRC
Protocol C :
Matcher onnection
Records
—»{| HTTP o
Activity Log
IRC Message Records| ,
j
i
Message %
Response 4
Network Traffic of > Detection
IRC PRIVMSG
Incoming
PRIVMSG Analyzer > Reports
Outgoing
PRIVMSG Analyzer
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Correlation Engine

e Group clients according to their destination IP
and Port pair (HTTP/IRC connection record)

* Perform agroup analysis on spatial-temporal
correlation and similarity property
— Response-Crow@ensity-Check
— Response-CrowétomogeneityCheck

|
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Response-Crowd-Density-Check Algorithm

 Response crowd
— a set of clients that have (message/activity) resporisey o

A Denseresponse crowd

— the fraction of clients with message/activity behawithin the group
Is larger than a threshold (e.g., 0.5).

 Example: 5 clients connected to the same IRC/HTarkes,
and all of them scanned at similar time (or send Ressages

at similar time)

 Accumulate the degree of suspicion
— Sequential Probability Ratio Testing (SPRT)
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Sequential Probability Ratio Testing (SPRT)

e Each round, observe whether current crowd IS dense
or not (Y=1 or Y=0)

— Hypothesis
* Pr(Y=1|H1) very high (for botnet)
* Pr(Y=1|HO) very low (for benign)

« Update accumulated likelihood ratio according ® th

observation Y

Pri¥i,...Yn|H1) 1 [1; Fri¥:|Hy) El PriY;|H1)
= 11 — 1n
PriYy,....Yo|Hg) [T, Pr(Y:|Ha) - Pr(Y;|Hp)

.'"'L_q. = In

o After several rounds, we may reach a decision (whic
hypothesis is more likely, H1 or HO)

=
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Sequential Probability Ratio Testing (cont.)

A

Acc. Likelihood [ratio
Threshold B (Botnet )

Stopping time

_______________________________________________________________________

Threshold A (benign)

» Time

e Also called TRW (Threshold Random Walk)

 Bounded false positive and false negative rate (as
desired), and usually needs only a few rounds
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Response-Crowd-Homogeneity-Check Algorithm

A homogeneoueesponse crowd
— Many members have vegymilar responses

e Similarity is defined

— Message response
« Similar payload (DICE distance)

_ 2|ngrams(X) Nngrams(Y)|
+ |ngrams(Y')]

Dice(X,Y)

 |ngrams(X)

» E.g.,“abcdé and“bcdef, common 2-gramshbc,cd,d&, DICE distance is
2*3/(4+4)=6/8=0.75

— Activity response (examples)
e Scan same ports
 Download same binary
e Send similar spams

o |
SeSUER|GEi5RE, 2/12/2008  GuofeiGu  NDSS'08

16

BotSniffer: Detecting Botnet C&C Channels in Network Traffic




Introduction Motivation
BotSniffer

Architecture
Algorithm
Summary Experiment

INFORMATION SECURITY CENTER

Real-Time IRC Message Correlation Flow Diagram

[ IRC PRIVMSG Message
Response Crowd n

Compute DICE Distance,
Is there a major cluster?
(calculate Y )

!

Update A\rn

> [ Output “botnet” }

[ Output “benign” and
put into a soft whitelis
for a random time

Walit for more observation
of response crowd
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Crowd Homogeneity: Relationship with Number of Clients

LA
T
- =2t=05
0.3 - g=4t=05
= - g=6t=05
- @ g=4t=06
: - g=6t=06
01
05 08 o7 05 0o

P

For a botnet, more clients, higher probability aived homogeneity
For normal IRC channel, more clients, lower probgtof crowd homogeneity

g: #clients t: threshold in clustering
P=0(2): basic probability of two clients sending simmaessages
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INFORMATION SECURITY CENTER

Number of Rounds Needed
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Experiment
189 days’ of IRC traffic
0
Trace | trace size | duration Pkt TCP flows | (IRC/Webk) servers | FP
IRC-1 S4MB 171h 189,421 10,5330 2,957 0
[RC-2 14MB 433h 33,320 4,061 335 0
[RC-3 | 5S16MB 1.626h 2,073,587 4,577 363 6
[RC-4 | 620MB 673h 4,071,707 24,837 228 3
[RC-5 iMB 30h 19,190 24 17 0
[RC-6 | 155MB 168h 1,033,318 6,981 B3 |
[RC-7 6OMB 420h 303,185 T17 200 0
[RC-8 | 7O7MB 1.010h 2818,313 28.366 2454 ]
All-1 4.2GE 10m 4,706,803 14,475 1.625 0
All-2 6.2GB 10m 6,769,915 28,3359 1.376 0
All-3 7.6GB lh 16,523,826 331,706 1.717 0
All-4 15GB 1.4h 21,312,841 110,852 2.140 0
All-3 24.5GE Sh 43,625,604 406,112 2,601 0
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BotTrace trace s1ze | duration Pl TCP flow || Detected
B-IRC-G Q50K Sh 4,447 189 Yes
B-IRC-J-1 - - 143,431 - Yes
B-IRC-]J-2 - - 262,878 - Yes
V-REbot 26MB 1.267s | 347,153 | 103,425 Yes
V-Spyhot 15MB 1.931s | 180,822 | 147,921 Yes
V-Sdbot 60K B 533s 474 14 Yes
B-HTTP-1 6MB 3.6h 63,605 237 Yes
B-HTTP-11 ITME 10h 305,990 790 Yes

Thanks David Dagon, Fabian Monrose, and Chris Lee

for providing some of the evaluation traces
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Summary

BotSniffer Summary

» EXploiting the underlying spatial-temporal correlat
and similarity property of botnet C&C (horizontal
correlation)

 New anomaly-based detection algorithm
 New Botnet C&C detection system: BotSniffer

« Detected real-world botnets with a very low false
positive rate
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Future Work

* Improving accuracy and resilience to evasion

* BotMiner: protocol- and structure-independent
botnet detection technique
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Thanks!

Q&A

Http://www.cc.gatech.edu/~guofel
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