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Abstract

Ideally, distributedalgorithmsisolatethe side-efectsof faults
within local neighborhood®f impact. Failure locality quanti-
es this conceptas the maximumradius of impact causedby
a given fault. We presentnew locality resultsfor the dining
philosophes problem subjectto crash failures. The optimal
crash locality for dining is 0 in syndronous networks, but
degradesto 2 in asyntronousnetworks Using the eventually-
perfectfailure detector 3 P , we constructthe r stknowndin-
ing algorithmswith crashlocality 1 underpartial syndirony.
Thesealgorithmsclosethe failure-locality compleity gap and
improve the crashtoleranceof resouce allocation algorithms
in practical networks.We prove the optimality of our results
with two fundamentatheoems.Fir st, no dining solutionusing
3 P achieveslocality 0. Second,3 P is the wealestfailure
detectorin the Chandmla-Toueg hierarchy to realizelocality 1.

1. A Complexity Gap for Crash Locality?

Masking fault toleranceguaranteeghat a systemsatis es
its speci cation,evenin the presencef certainfaults. Unfor-
tunately maskingtolerancecanbe prohibitively expensve or
simply impossible.An alternatve approachis to quarantine
faults by restrictingtheir negative side-efectsto small, local
neighborhood®f impact. Failure locality measuresmpactas
the radius of the worst-caseset of processeglisruptedby a
given fault [1]. The locality radiusof a distributed algorithm
demarcatea halooutsideof which faultsaremasled.As such,
failure locality is a metric that quanti es maskingtolerance,
whereclassicalmaskingcorrespondso failure locality 0.

Dining philosopherss afundamentaproblemin distributed
resourceallocation.Originally proposedy Dijkstra for aring
topology|[2], dining waslater generalizedo arbitrarycon ict
graphsby Lynch [3]. Dining solutions are a basic build-
ing block for higherorder synchronizatiorproblemssuchas
drinking philosopherd4], job-scheduling5], and committee
coordination6]. Dining hasalsobeena canonicalproblemfor
researchon crash-&ilure locality. For asynchronousystems,
it is known that 2 is a lower bound on the failure locality
of dining algorithmssubjectto crashfaults [1]. This bound
is tight, as several existing algorithmsachieve it [7]-[10]. By
contrast,crashlocality 0 is possiblein synchronousystems,
becausstandardime-outmechanismsanreliably distinguish
crashedprocesse$rom onesthat are merely slow.
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This compleity gap merits investigationfor at leastthree
reasonsFirst, thereis a theoreticalquestionwhetherthis is
truly a gapin compleity, or simply a gapin our knowledge
of fault localization. Second, mary real systemsare best
modeledby intermediatedegreesof partial syndirony [11],
[12], which, althoughwealer thanpuresynchroty, nonetheless
satisfy strongertiming propertiesthan outright asynchrog.
As a practical matter can we improve fault localization in
such systems?Third, since failure locality denotesa radius,
the cardinality of the worst-caseneighborhoodof impact is
exponentialin this value. Thus,for afailure-localk algorithm,
a single crashedprocessmay disruptas mary as * other
nodeswhere is the maximumdegreeof the con ict graph.
The upshotis thateven smallimprovementsn failure locality
translateinto dramaticimprovementsin crashtolerance.

This paperaddressetheforegoingquestiondy proposinga
generaltechniquefor constructingdining algorithmswith im-
proved crash-&ilure localization.Our approachs basedon a
concepf skepticismthatcanbeimplementedisingunreliable
failure detectorsfrom the class 3 P . The eventually perfect
failure detectoran this classhave known implementationsn
several practical modelsof partial synchrory [12]-[14]. Our
main resultis a suite of dining algorithmsthat useskepticism
to tolerateprocesscrasheawith failurelocality 1. We illustrate
the generalityof this approachby transformingthreecharac-
teristically diversedining algorithmsinto augmentedolutions
with crashlocality 1.

To our knowledge,thesealgorithmsarethe rst to achiere
failurelocality 1 for dining algorithmssubjectto crashfailures
in non-synchronousetworks. Our resultreduceghe cardinal-
ity of the worst-caseneighborhoodof impactfrom quadratic
to linearin . We also provide two theoreticalresults.First,
we prove that 3 P is insufcient for toleratingcrasheswith
failure locality 0. Consequentlyour algorithmsachieve a tight
lower bound on failure localization with respectto 3P .
Second,we prove that 3P is the wealest classof failure
detectorsn the classicChandra-dueg hierarchy[13] capable
of realizingfailure locality 1. Thus,using 3 P to implement
skepticismwas also a necessarassumption.

The remainderof this paperis organizedas follows. Sec-
tion 2 de nes the backgroundand transformationalstrateyy
of the paper Sections3-5 illustrate transformationsof the
following dining algorithms:asynchronousioorways [1]; hi-
erarchicalresourceallocation[3]; hygienic[6]. Sections6—8
prove impossibility resultsfor crash-local-1dining with 3 P .



2. Background and Transformation Strategy

This section de nes the terms and conceptsusedin our
transformationsWe defer the formal framework requiredfor
the impossibility theoremsto Section6.

Computational Model. We considerasynchronousystems
wheremessagealelay clock drift, andrelative processspeeds
areunboundedA systemis modeledby a setof n distributed
processes
asynchronousmessagepassing.Every pair of processesn
the communicationgraphis connectedoy a reliable channel,
suchthatevery messageaentto a correctprocesss eventually
receved by that processandmessageare neitherduplicated,
lost, nor corrupted.Processesnay fail only by crashing.A
processcannotcrashat will, but only asthe resultof a crash
fault, which occurswhena processceasesxecution(without
warning) and remainspermanentlycrashedhereafter15].

Dining Philosophers. A dining instanceis modeled by
an undirectedconict graph DP = ( ;E), where each
vertex p 2 representsa diner, and eachedge (p;q) 2 E
represents potentialresourcecon ict betweendiners p and
g. Adjacentdinersare called neighbos and are modeledby
a neighbor relation N V V suchthat N(p;q) iff
(p;9) 2 E . Furthermoregachdineris in one of threestates:
thinking, hungry, or eating Diners control their transitions
from thinking to hungry and from eating back to thinking.
Thinking may last inde nitely, but eating durationsmust be
nite. Hungry neighborsare said to be in con ict, because
both are vying for shared(but mutually exclusive) resources.
A correctdining algorithmis a con ict-resolution strateyy to
schedulediner transitionsfrom hungryto eating,subjectto:

Safety: Live neighborsnever eatsimultaneously
Progress:Every hungry processeventually eats.

The safetypropertyis wealer than strict mutual exclusion.
Speci cally, a processmay eat simultaneouslywith crashed
neighborg[16]. This decisionis motivatedby consideringre-
sourceghat are either statelesgsuchastransmissiorfrequen-
cies)or recoverable(suchasby checkpointingor atomictrans-
actions).By contraststrict mutualexclusionforbids neighbors
from eatingsimultaneouslywhatsoger. Strict exclusionbetter
modelscorruptibleresourceskFor example,a statefulresource
may be renderedunusablef left in aninconsistentstateby a
crashingdiner. This paperdoesnot considerstrict exclusion,
because(fundamentally)it is less interestingin the context
of fault localization;to wit, strict exclusion makes the lower
bound on crash locality 1 by de nition, so differencesin
failure-detectiorcapabilitiesbecomelessmeaningful.

Tolerance Metric. Failure locality measureshe robustness
of a distributed algorithm in the presenceof faults, which,
for this paper we restrict to processcrashes.Accordingly,
we will use the terms failure locality and crash locality
interchangeablyPrevious work on crashlocality considered
only token-basedalgorithmsfor which fail-safety(i.e., mutual
exclusionin the presenceof crashes)s often trivial [7]-[10].
Accordingly, we restrict our attentionto progressviolations

(i.e., processethatstarveastheresultof a crashfault). Thek-
neighborhoof a processp is the setof processeseachable
by at most k hopsfrom p in the conict graph.A dining
algorithmis saidto have crashlocality k if the worst-caseset
of processeshat stane (asthe resultof a crashedorocessp)
is a subsetof the k -neighborhoof p. Equivalently every
processq beyond the k -neighborhoodf a crashedprocess
p will continueto satisfyits safetyandprogressspeci cation.

Impossibility Results.Ourgoalin the rst half of this paper
is to constructfailure-local-1( F L ) dining algorithms.This
requiremente nestheoriginal progresgropertysothat(even
in the presenceof crasheshungry processesnusteventually
eatif no procesdn their 1-neighborhoodrashes:

F L 1-Progress:Every hungry processeventually eatsor has
a crashedprocesdn its 1-neighborhoodpossiblyitself).

Even though hungry neighbors of a crashedprocessare
permittedto stane, FL; dining cannotbe implementedin

asynchronoussystemssubjectto even a single crash fault.
This impossibility resultis a corollary of the factthat 2 is the
optimal crashlocality for dining in asynchronousystemq1].

Wait-for dependenciesanform whena hungryneighborof a
crashedlineris unableto make progresshut is alsouncertain
whetherit can safely yield priority to other hungry neigh-
bors without precipitatingits own stanation. As wait-chains
extend throughoutthe con ict graph,resourceutilization and
concurreny degradeandwidespreadtanation canensue For

intolerant algorithms, a single crash failure can potentially
cascadeinto global stanation, a fact that underscoreghe
importanceof improved techniquedor fault-localization.

Failur e Detectors.To circumwentthe impossibility results,
we augmenthe asynchronousnodel of computationwith an
eventually perfect failure detector 3P (“diamond P”). An
unreliablefailure detector[13] canbe viewed as a distributed
oraclethat canbe queriedfor (possiblyincorrect)information
aboutcrashesn . Eachprocesshasaccesdo its own local
detectormodule that outputsthe set of processesurrently
suspectedf having crashed.Unreliable failure detectorsare
characterizetyy thekinds of mistalesthey canmake. Mistakes
can include false-ngatives (i.e,, not suspectinga crashed
process)aswell asfalse-posities(i.e., wrongfully suspecting
a correct process).Unreliable detectorsfrom the class 3 P
are characterizedy the following properties[13]:

Strong Completeness:Every crashedporocesss eventually
and permanentlysuspectedy every correctprocess.

Eventual Strong Accuracy: For eachrun, thereexistsatime
afterwhich no correctprocesss wrongfully suspected
by ary othercorrectprocess.

Failure detectordn 3 P maycommitan arbitrary (but nite)
number of false-positie mistales during the computational
pre x of ary run. After somepoint, however, 3 P detectors
corverge to being well-founded, after which they provide
reliable information aboutcrashesUnfortunately the time to
corvergenceis not known, andit may vary from run to run.



Transformation Strategy: We saythata 3 P detectoris
well-foundedonceit corvergesto strongaccurag. Sincecon-
vergenceoccursafter some nite pre x, the detectorremains
well-foundedfor an in nite computationalsufx thereafter
Furthermore,we say that a processp is skeptical if some
processin p's 1l-neighborhoodis suspectedby p's local
detectiormodule.If aprocessp becomesungry, but doesnot
proceedto eatingfor a sufciently long time, theneventually
p will still behungryandits failure detectomwill have become
well-founded.Thereafterif its neighborsnever crash, p will
never become skeptical and so must be permitted to eat,
eventually Alternatively, if someneighborof p crashesthen
(by strong completeness)p's detectormodule will suspect
that neighbor and p will eventually becomepermanently
skeptical. Thereafter p is not requiredto eat under F L :
Theseobsenationsyield the following proof obligation for
establishinghe progressof FL; dining algorithms:

Proof Obligation for F L ;-Progress:Everyhungryprocess
eventuallyeatsor becomegpermanentlyskeptical.

Many asynchronouslining algorithmscan be transformed
into F L, algorithmsby using 3 P to implementskepticism.
Achieving FL; requiresneighborsof a crashedprocessto
isolate other neighborsfrom the effects of the crash.Using
skepticismasa local proxy for crashingneighborswe getthe
following principle: Skeptical philosophes shouldnot prevent
their neighbos from eating

The actions to execute while skeptical will, of course,
dependon the algorithm being transformed.As a general
guide,however, notethatin mostnon-deyeneratalgorithmsa
thinking processever preventsa neighborfrom eating.Thus,
a skeptical processcould protectits neighborsby behaing
like a thinking processThis generalheuristicmustbe applied
with care.Speci cally, it is notalwayspossibleto just “cleanly
release” all acquired permissionsand resources.In mary
dining algorithms,the transitionto thinking occursonly from
the eatingstate.Thus,establishinghe conditionsnecessaryo
behave like a thinking processmay be predicatedon having

rst establishedhe conditionsrequiredto be eating.Sincea
processan (potentially)becomeskepticalin ary state,it may
notalwaysbepossibleto satisfytheinvariantthatcharacterizes
a thinking processAs we will shaw, in suchcasesa wealer
(but reachablejnvariantmay sufce.

The transformationsin the following sectionsare based
on the following algorithms: Section3 transformsthe Asyn-
chronousDoorway Algorithm by Choy and Singh [1]; Sec-
tion 4 transformsthe HierarchicalResourceAllocation algo-
rithm by Lynch[3]; andSection5 transformghe Hygienic Al-
gorithmby ChandyandMisra[6]. Thesecandidatesverecho-
senprimarily for their diversity asdoorway-basedpermission-
based,andtoken-basedlining algorithms,respectiely.

3. Asynchronous Doorway Algorithm

The AsynchronousDoorway Algorithm (AD A) is dueto
Choy and Singh, who were the rst to considerthe failure
locality of dining algorithms[1]. AD A wasthe rst of several

algorithms constructedby Choy and Singh using various
doorway mechanismgo ensureprogressand improve failure
locality. For anin-depthdescriptionof AD A andits proof of
correctnessye referthe readerto the original paperd1], [7].

3.1. Original Algorithm (Synopsis)

In AD A; dinersareassumedo have a statictotal ordering
on procesdDs. As anoptimization,a partialorderis sufcient,
providedeachdiner's ID is distinctfrom eachof its neighbors.
Standardnode-coloringalgorithms can computesuch order
ings, which, in the worst case,requireas mary as + 1
distinct IDs (where is the maximumdegreeof the con ict
graph).A processharesa fork with eachneighborandit must
hold all sharedforks to eat. Conict resolutionsare always
resoled(statically)in favor of thedinerwith the higherID. To
prevent higherpriority processe$rom starvinglower-priority
neighbors, AD A usesan asynchronousioormay to prevent
unboundedbver-taking. SeeFig. 1 for reference.
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Figure 1. Async hronous doorwa y algorithm.

Thinking processesare always outside the doorway. A
processcan only eatif it is inside the doorway and it holds
all of its forks. Thus, uponbecominghungry a processmust
eventually enterthe doorway andthen collect all of its forks.
AD A accomplisheghis in two phases.

Phase 1. Upon becominghungry a processrst requests
permissionfrom all of its neighborsto enter the doorway.
Any neighboralsooutsidethe doorway grantsthis permission
without delay Neighborsinside the doorway, however, defer
granting permissionuntil after they proceedto (and nish)
eating. This mechanisnpreventsunboundedover-taking, be-
causehigherpriority neighborscannotre-enterthe doorway
until lower-priority neighborsalreadyinsidethe doorway have
exited. Oncea hungry processreceves permissionsfrom all
neighborsjt proceeddnside the doorway to Phase2.

Phase2: Oncea hungry processis inside the doorway;, it
requestsall missingforks. Neighborsstill outsidethe doorway
(whetherthinking or hungry)yield their forks without delay
Hungry neighborsinside the doorway yield their forks based
on procesdD; lower IDs yield the fork immediately(andre-
requestit), but higher IDs defer the fork requestuntil after
they proceedo (and nish) eating.Eatingneighborsalsodefer
fork requestauntil they nish eating,after which they exit the
doorway and grantall deferredpermissionsandfork requests
(therebyenablinghungry neighborsto make progress).

Correctness.Safety is guaranteedecausea processeats
only if it holdsall of its forks, andno two neighborscanhold
the sharedfork simultaneouslyProgressis achieved in two



stagesFirst, hungrydinersinside the doorway eventually eat.

This is becausehigher priority neighborseventually exit the

doorway andarenot permittedbackin. Secondhungrydiners
outsidethedoorway eventuallyenter Similarly, thisis because
every neighboreventually exits the doorway, at which point

all deferredpermissionsare granted.

3.2. Transformation

AD A hascrashlocality + 2 (see[1] for details).Infor-
mally, this is becaus@ermissionsare grantedasyntironously
In the worst-casethe conict graphrequires + 1 distinct
procesdDs. It is possiblefor + 1 hungryprocesseto enter
thedoorway simultaneouslyf all recevetheir nal permission
at once. If the highest priority processthen crasheswhile
inside the doorway, stanation may cascadedown the entire
chainof + 1 processesplus an additionalprocesswaiting
outsidethe doorway for a permissionthat will never arrive.

Wait-chains originate with crashedprocessesnside the
doorway. High-priority neighborsexecuting Phase2 extend
such chainsby deferring permissionsand fork requestsBy
contrast,thinking processesnd hungry processesutsidethe
doorway (executing Phasel) always grant permissionsand
forks without delay Thus, we can transform AD A into an
F L1 algorithmsimply by having skeptical hungry processes
behae like thinking processesSpeci cally, such processes
inside the doorway should abort Phase2 by granting all
deferredrequestsand exiting. Once outside the doorway, a
skeptical processshould continue granting permissionsand
forks to arny requestingneighbors(just as a thinking process
would). Thestrongcompletenessf 3 P guaranteethatevery
neighborof a crashegrocessventuallybecomepermanently
skeptical, so the transformedalgorithm is FL; because
nobodyelsewaits on a skeptical process.

If a hungryprocessp becomesskeptical,its progressmay
be stalled by exiting the doorway. To witnessprogress,we
considertwo casesFirst, if p's skepticismis well-founded,
then someneighborwill or hascrashed;since FL; dining
doesnotrequire p to eatwith a crashecheighbor it's permis-
sible for p to remainpermanentlyskepticaland never eat.In
casetwo, p's skepticismmay not bewell-founded but instead
wasthe result of somefalse-positre suspicioncommittedby
3P: If p ceasedo be skepticalin the future, it can safely
resumebeinghungryby startingover with Phasel. Since 3 P
malkesonly nitely mary mistalesbeforecorvergingto strong
accurag, p will eithercontinueto Phase andeventuallyeat,
or a neighborwill crashandreturnusto casel. Either way,
p eventually eatsor becomegpermanentlyskeptical.

4. Hierar chical Resource Allocation

The Hierarchical ResourceAllocation algorithm (HRA)
by Lynchis describedn [3] and[17]. HRA is so-namede-
causeevery resourcen the systemis totally orderedaccording
to somestatic, hierarchicalranking.Lik e the total orderingon
procesdDsin AD A , thisconditioncanberelaxedto a partial
order, provided that it projectsa total orderon the individual
resourcerequirementof eachdiner.

4.1. Original Algorithm (Synopsis)

Eachresourcen the systemhasan associated-IFO queue
of procesdDs which is sharedamongall dinersrequiringthat
resourceBeingthe procesdD at the headof a queueimplies
holdingthe“fork” for theassociatedesourcelUponbecoming
hungry adinerrequeststs requiredresourcespneatatime,in
rank orderfrom leastto greatestTo accomplishthis, a hungry
diner enqueuedts procesdD onto the queueassociatedvith
the lowest-ranled resourcein its requiredresourceset. The
dinerwaits until it getsto the headof the currentqueue after
which it enqueuests processID into the queueof its next-
lowestresourceA processeatsonly onceit getsto the head
of every queuein its resourceset (i.e., onceit hasobtained
all of its forks). After eating,a processdequeuesdts ID from
every queuein its resourceset.

Correctness.H RA implementsmutual exclusionbecause
aprocesonly eatsif it holdsall of its forks. At mostone pro-
cesscanhold the fork for any givenresourceso neighboring
processesannoteat simultaneouslyFurthermore progresss
guaranteedbecausehe policy of requestingesourcesn rank-
orderpreventsrequestcyclesfrom forming amongthe diners.
For detailsof this proof, we refer the readerto [3] and[17].

4.2. Transformation

In AD A; a skeptical hungry processcould curtail wait-
chainssimply by behaving like a thinking processFollowing
suit, whatinvariantde nes the behaiior of thinking processes
in HRA ? Onepropertyis thatthe ID of athinking processs
neverin ary queue.Unfortunately this conditionis too strong
to satisfy (uniformly) by every skeptical process.Still, this
approachs instructive to consideras a point of analysis.

Upon becomingskeptical,a hungry diner is at the headof
zeroor morequeuesThesequeuesorrespondo theresources
for which the processalready holds forks. To break wait-
chains,a skeptical diner should clearly dequeuets ID from
all such queues.Beyond this, however, a skeptical hungry
procesds potentiallyin at mostone more queue still waiting
to getto the head.If the processever getsto the head,it can
dequeusits ID to satisfy the invariant of a thinking process
(statedabove). Progresshowever, is not guaranteedbecause
the skeptical processmay be suspectinga neighborthat has
actually crashedand whoselD is currently farther aheadin
this samequeue.In this case,the ID of the skeptical process
will be stuckin the resourcequeue,never to be removed.

As it turns out, this unbreakabledependeng is only the
appearancef a problem.Any dinerwaiting in the samequeue
asa crashedprocesss alreadyanimmediateneighborof that
processso progressis not requiredunder F L1 dining. Our
original invariantwastoo strong,but a wealer (andreachable)
invariantwill sufce: A thinking processis never at the head
of any queue This condition can be satis ed locally by ary
skeptical diner The only wrinkle is that if a hungry diner
ceasedo be skeptical (dueto false-positie suspicion) it must
wait until its ID hasbeenremoved from all resouce queues
beforerestartingthe hierarchicalqueuingscheme Otherwise,
cyclesmay form amongthe requestqueues.



5. Hygienic Dining Philosophers

The hygienic algorithmis by Chandyand Misra [4]. The
hygienicalgorithmusesproces9rioritiesto breaksymmetries
in resolving con icts. The algorithm derives its name from
the mechanismusedto encodethe relative priority between
neighbors:their sharedfork is either clean or dirty. In the
hygienicalgorithm (whereonly “clean” forks are exchanged),
processpriorities are dynamic becauseprocessesower their
priority below their neighborsafter eating.

5.1. Original Algorithm (Synopsis)

A fork is associatedvith eachedgeof the conict graph.
Upon becominghungry a diner requestsall missing forks.
Dinersrelinquishforks only if therequestomesfrom ahigher
priority neighbor otherwisethe requests deferred.Priority is
encodedin the state of the fork: clean or dirty. If a diner
holds a cleanfork, it hashigher priority than the requesting
neighbor If a processholdsa dirty fork, it haslower priority
than that neighbor Thus, requestdor dirty forks are granted
while requestsfor cleanforks are deferred.After eating, all
forks becomedirty and all deferredrequestsare satis ed.

Becomehungry !

if hold all forks, begin eating

elserequestall missingforks
Receve fork !

ip stateof fork (clean/dirty)

if hold all forks, begin eating
Receve request!

if fork is dirty andnot eating

sendfork and,if hungry re-request

elsedeferrequest
Doneeating !

all forks becomedirty

satisfy deferredfork requests

Figure 2. Original Hygienic Algorithm

Corr ectness Safetyis ensuredbecausesatingdinersmust
hold every sharedfork. To ensureprogress,priorities are
initially assignedso asto form anacgyclic graph,i.e., a partial
order This graphis modi ed only by a diner eatingandthen
loweringits priority below all its neighborsThis modi cation
preserestheagyclicity of thegraph.Sinceadineronly lowers
its priority whenit eats,a hungry diner either eatsor risesin
thepartialorder Sincethe partialorderis nite, ahungrydiner
eventually eats.Proof detailscan be found in [4] and [6].

5.2. Transformation

The crashlocality of hygienic dining is the diameterof
the con ict graph(global). If aneatingprocesscrashesat the
top of the partial order, its lower priority hungry neighbors
will never receve their requestedfork. Theseneighbors,in
turn, will not relinquish (clean)forks to their lower priority
neighborsProcesgrioritiesaredynamic,soremoteprocesses
will eventuallyfall underthe wait-chaintoo oncetheir priority
reducesafter sufciently mary eatingsessions.

To createan FL; algorithm, we obsene that thinking
processesalways satisfy fork requestswithout delay and
hence ho processwaits on a thinking neighbor This property
is also true of ary diner whosepriority is lowestamongall
its neighborsThus,a skepticaldiner canbreakwait-chainsby
lowering its priority below that of all (non-sleptical) neigh-
bors. That is, a skeptical diner relinquishesforks (whether
clean or dirty) to ary hungry non-sleptical neighbor The
new algorithm (summarizedin Fig. 3) is augmentedwith
actionsfor transitionsinto and out of skepticism.The action
for receving a requestalsorelinquisheghe fork if skeptical.

Becomehungry !
if hold all forks, begin eating
elserequestall missingforks
Receve fork !
ip stateof fork (clean/dirty)
if hold all forks, begin eating
Receve request!
if fork is dirty andnot eating
sendfork and,if hungry re-request
elseif skepticaland not eating
sendfork
elsedeferrequest
Becomeskeptical !
if not eating,
satisfy deferredfork requests
Stop being skeptical !
if hungry
if hold all forks, begin eating
elserequestall missingforks
Doneeating !
all forks becomedirty
satisfy deferredfork requests

Figure 3. Transformed Hygienic Algorithm

The correctnesf this algorithm derivesfrom the fact that
the transformedpriority schemeis still agyclic. Since every
skeptical processhas lower priority than any non-sleptical
process,a cycle in priority (if one exists) cannot contain
both kinds of processesAmong processe®f the samekind,
however, priority is determinecby the stateof the forks asin
the original algorithm,which is guaranteedo be agyclic.

Unlike the original hygienic algorithm, a hungry diner
can lower its priority in two ways without eating: (1) by
becomingskepticalor (2) by having a neighborbecomenon-
skeptical. After the detectorbecomeswell-founded,a diner
who becomesskeptical will eventually becomepermanently
skeptical. Similarly, a skeptical neighbor may only become
non-slepticalfor a nite periodof time (andthis only occurs
whenthe detectoris well-foundedand suspects procesghat
will crash,but hasnt crashedye). Either way, priority will
reduceunder thesetwo conditionsonly a nite number of
times.In thein nite sufx thereafterahungryprocesswill rise
in the partial orderand eat,or becomepermanentlyskeptical.
Thus, FL, progresds satis ed.



6. Complexity Questionsfor F L, Dining

Having shavn that FL; dining is possibleusing 3 P; it
is importantto placethe meaningof this resultin contect. The
simplicity of the foregoingtransformationsnight suggesthat
we have assumedoo muchby using 3 P: This conjecturehas
two dimensions.First, is 3P sufciently strongto achieve
FLo dining? Second,is there a strictly wealer (or simply
incommensurabldpiluredetectotthatcanalsoachiere FL; ?

If the answerto either of these questionsis “yes” then
our FL; transformationsusing 3 P have only diminished
signi cance. Sections7 and 8 will prove two impossibility
theoremsgo the contrary but rst we pauseto introducesome
formal machineryusedin our proofs. For consisteng with
existing literature,we adoptthe model usedin Chandraand
Tougy's original formalizationof failure detectorqd13].

Failur e Patterns. We posita discreteglobalclock T; with
the setof naturalnumbersIN asits rangeof clockticks. T is
merelya conceptuablevice to simplify our presentationsince
T is inaccessibleto processesn , it cannotbe usedto
adwantagein ary algorithmexecutedby the system.A failure
pattern F modelsthe occurrenceof crashfailuresin a given
run. Speci cally, F is a function from the global time range
T to the powersetof processe® ; where F(t) denoteshe
subsebf processethathave crashedy time t . Sincecrashed
processesever recover, F is monotonicallynon-decreasing:
8t1 § t2: F(t1) F(t2). We saythat p crashesin F if
p2 ., F(t),; otherwisewe saythat p is correctin F .

Failur e Detectors. A failure detectorhistory is a function
H from T to 2 ; whereH(p;t) isthesetof processes
suspectedby p's local detectormoduleattime t . We saythat
p suspectsq attime t in history H , if processq 2 H (p;t):
A failure detectorhistory may output con icting information
to different processesthus, for p 6 q; it is possiblethat
H(p;t) 8 H(q;t). A failure detector D provides (possibly
incorrect)informationaboutthe failure pattern F thatoccurs
in a givenrun. The unreliability of a failure detectordepends
on its delity to actual failure patterns.Formally, a failure
detector D is afunctionthatmapseachfailure pattern, F; to
a setof failure detectorhistories, D(F) . Therangeof D(F)
is the setof admissiblefailure detectorhistoriesusing failure
detector D in algorithmicrunswith failure pattern F:

Algorithms. An algorithm A is a setof n deterministic
automatapnefor eachprocessn . A run of algorithm A
usinga failure detectorD isa5-tuple R = hF;Hp;1;S;Ti,
where F is afailurepattern,Hp 2 D(F) is someadmissible
history D onfailurepatternF , | is aninitial con guration,
S is anin nite sequenceof steps(or schedul§ of A, and
T is aninnite sequencef increasingtime valuesdenoting
wheneachstepin the scheduleS occurred.

Impossibility Proofs. Although an algorithm has access
to its failure detectorhistory Hp; the actualfailure pattern
of a given run is inaccessibleSincefailure detectorscan be
unreliable, it is possiblefor distinct failure patternsto yield
identicalfailure detectorhistories.A fundamentabpproacho
proving impossibility resultsis to constructtwo runs R and

RO with differentfailure patternsand yet identical schedules
and failure detectorhistoriesalong somepre x of both runs.
Sincewe consideronly deterministicalgorithms the next step
of the algorithm mustbe the samein both runs. This forcesa
contradictionif the underlyingfailure patternsactuallyrequire
distinct behaviors in the respectie futuresof eachrun.

7. F L1 Dining is Optimal for 3P

In this section,we prove that 3 P is not powerful enough
to implement dining algorithms with crash locality 0. In
conjunctionwith our transformationsTheorem1 shows that
F L1 is atight lower boundfor dining algorithmsusing 3 P .

Theorem 1: No deterministicasyn&ronousalgorithm can
solvedining philosophes with crashlocality 0 using 3P .

Proof. Supposesuchan F L dining algorithm, A; exists.
We will forcea contradictionby constructingwo runsthatare
indistinguishableto A along some nite pre x that violates
mutual exclusion. Considerthe system =fp;qg; where p
and g areneighborsandwhere q is hungrywhile p is eating
atsometime t;: We extendthis partial run with two possible
futuresbasedon distinct failure patternsF and F°.

In failure pattern F; processp crashesat some future
time t, > t; while still eating.By hypothesisalgorithm A
has crashlocality 0. Thus,in an extendedrun R basedon
failure pattern F; processq musteventuallybe scheduledo
eat.Processq cannoteatbefore p crasheswithout violating
mutual exclusion, so let t3 > t, denotethe time when
q begins eating. By contrast,in failure pattern F° neither
processcrashesMoreover, in an extendedrun R° basedon
this failure pattern,it is perfectlyadmissiblefor processp to
continueeatinguntil sometime t4 > t3:

Now considerpossiblefailure detectorhistories H andH °
of runs R and R% respectiely. In history H; p's detector
never suspectsanyone, but q's detectorsuspectsp initially
and permanently That is, H(p;t) = ; and H(q;t) = fpg
forall t 2 T: History HY is identicalto H; exceptthat q's
detectompermanenthstopssuspectingrocessp aftertime ty:
Thatis, HYq;t) = fpg only for t t4: It is clearthatboth
failure detectorhistoriesprovide identical information about
their respectie failure patternsprior to time t4:

Furthermore,H and H° are both admissiblehistoriesof
a 3P detectorover failure patternsF and F% respectiely.
To seethis, notethatin H; the only incorrectprocess,p;
is suspecteghermanently(strongcompletenessyndthe only
correctprocess,q; is never suspectedafter time O (eventual
strongaccurag). In history H% no processrashegsostrong
completenesss satis ed vacuously)andno correctprocesss
suspectedafter time t4 (eventualstrongaccurag).

Recallthat A doesnot have accessto the actualfailure
patternof a given run, but only to the information provided
by its failure detectormodules.We have shavn that H and
HO are admissiblehistoriesfor 3 P; and that both histories
provide identical information prior to time t4: Thus, even
thoughruns R and R® have failure patternsthat require
distinctly different behavior, theseruns are indistinguishable
to algorithm A over the nite pre x in question.



Since A is deterministic,it executesthe sameactionsin
both runs prior to time t4. Consequentlywhen processq
getsscheduledto eatat time t3 in run R (asrequiredby
failurelocality 0), g mustalsobe scheduledo eatattime t3
in run R% This action,however, violatesmutualexclusionby
eatingsimultaneouslyith alive neighborp: Theassumption
that A solves F Lo dining philosophersising 3 P hasbheen
contradicted Thus, no suchalgorithm exists.

8. The Weakest Detector for F L ; Dining

In this section,we provethat 3 P is thewealestfailure de-
tectorin the Chandra-dugy hierarchycapableof implement-
ing FL; dining algorithms.Theorem2 establisheshat 3 P
was actually a necessanassumptionin our transformations.
The proof approachdrawvs on the structureof the Chandra-
Tougy hierarchy which we pauseto review.

In Chandraand Tougg's original classi cation of unreliable
failure detectorg[13], eachclasswasde ned by two proper
ties: completenesandaccuracy. Eachpropertyis eitherweak
or strong additionally accurag is eitherperpetualor eventual
Altogether thereare eight distinct classesFour pairsof these
classesare known to be equialent (via mutual reduction),
however, sotheresultinghierarchybecomes lattice with four
nodes,asillustratedin Fig. 4.

P=Q

e
s r

3S=3W

Figure 4. The Chandra-Toueg hierarchy consists
of four equivalence classes of failure detector s. Fail-
ure detector classes higher in the lattice are strictl y
strong er than detector classes lower in the lattice .

The perfectand quasi-perfectailure detector{ P and Q)
are strongest(i.e.,, most reliable). The eventually strong and
eventually weak detectors(3 S and 3 W ) are the wealest.
The intermediateequivalence classesare incommensuable
someproblemssolvable by one cannotbe solved by the other;
and vice versa. Theseclassesinclude the strong and weak
failure detectord S and W ), andthe eventually perfectand
eventually quasi-perfectletector 3 P and 3 Q):

To obtain our result, we will prove that no algorithm can
solve FL; dining usingthe strongfailure detectorS. Since
the weak detector W is computationallyequivalentto S,
no algorithm can solve FL; dining using W eithet The
impossibility resultalsoextendsdown thelattice to the classes
3 S and 3W; sinceboth are strictly wealer than S:

Strong Failur e Detectors. S satis esstrongcompleteness
(justlike 3 P); thus,every processhat crashess eventually
and permanentlysuspectedy every correct process.Unlike
3 P; however, S satis esonly weakaccuracy, whichrequires
that somecorrect processis never suspectedThus, whereas

3 P may wrongfully suspectevery correct process nitely
mary times, S cannotwrongfully suspectsomecorrectpro-
cessevenonce.On the otherhand, 3 P musteventuallystop
suspectingall correct processesput S may suspectother
correctprocessedn nitely often or even permanentlyso.

Theorem 2: 3P is the wealest failure detectorin the
Chanda-Tougy hierarchy sufcient for solving F L1 dining.

Proof. Supposea deterministicalgorithm A solves F L1
dining using the strongfailure detector S. We will force a
contradictionby constructinga maliciousrun where A vio-
lates F L ; -ProgressSpeci cally, we will prove by induction
that there exists an admissiblerun of A where no process
crashesand yet somehungry processnever eats.

(a) Con gur ation Cy

(b) Con gur ation C»

Figure 5. System Con gurations for Theorem 2

Let = fp;qg;rg beasystemwhere q is a neighborof
both p and r; but p and r arenotneighborsof eachothet
Consideracon guration C; whereq and r arehungrywhile
processp is eating,asin Fig. 5(a). We will shav that q
canstare in algorithm A: The proof is by induction on the
numberof times(since g lastbecamehungry)thatthe system,

; enterscon guration C; before q eats.

Base Case: We require a partial run of A where q
becomeshungry, but the systemreachesC; before g eats.
Thefollowing schedulesufces: p becomesungry p begins
eating, g becomesungry r becomesungry In this pre x,
the numberof times  entersC; before g caneatis 1.

Inductive Step: In a given partial run, supposeprocessq
becomeshungry and that the systementerscon guration C;
atleastk timeswhile q is still waiting to eat.We mustshaw
thatthis partialrun canalwaysbeextendedsothat  re-visits
C: atleastoncemorebefore q eats.

Considerthe failure detectorhistory Hs where p and r
always suspecteachother, but g always suspectsp and r:
Thatis, for all t 2 T : Hg(p;t) = frg; Hs(r;t) = fpg;
and Hs(qg;t) = fp;rg: Surprisingly Hs is an admissible
historyof thestrongdetectorS for anyfailurepatternof  in
which g never crashesFor all suchpatterns,q is the correct
procesghatis never suspectedh Hs (weakaccurag). Since
p and r aresuspecteéhitially andpermanentlyHs satis es
strongcompletenes®o, regardlesof when p or r crash.If
neither crashes strong completenes$olds vacuously Under
weak accuray, permanentsuspiciondoesnot imply failure.
Thus,thefailure patternin which no processrashesanstane
g; becausevery partialrunis indistinguishabldrom a similar
partial run in which p or r have just crashedwhile eating.
Fig. 6 appliesthis obsenation to our inductive step.
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Figure 6. Any partial run up to C; can be extended to re-visit C; before q eats.

Let to 2 T bethetime at which enteredcon guration
C; for the k™ time while q wasstill hungry (seeFig. 6).
The partial run prior to to canbe extendedinto two possible
futures.In extension Ry; p crashesattime t; while eating.
By hypothesis, A is FLj; so (hungry) processr must
eventually eat in this run. Recall, however, that the failure
detector history, Hg; over this pre x can have the same
behaior overrun R where p doesnot crash.Thus, A must
alsoallow r to eatin run R eventhough p hasnot crashed.
Oncer bgyinseatingattime t,; processp cantransitfrom
eatingto thinking andbackto hungryagain.This precipitates
con guration C, attime ts (seeFig. 5(b)). Sinceeither p or
r eatsat every momentbetweenC; and C;; their neighbor
g remainshungry and doesnot eatbeforetime ts:

Now the situationis reversed,with p being hungry while
r is eating,andtherebeingtwo possiblefuturesof this run:
extension R, where r crashesat time tg; and extension
R where r doesnot crash. FL; dining requiresthat p be
allowed to eatin the former, but again, history Hs hasthe
samebehaior in both extensionsThus,once p beginseating
in run R attime t;; r cancycle from eatingto thinking
to hungry againto precipitatethe original con guration Cj:
As before, either p or r eatsat every moment between
con gurations C, and C;; so, again, processg remains
hungry and doesnot eat beforetime ti9; when the system

enterscon guration C; for the k + 15t time.

By induction,thereexists a crash-freerun wheresystem
enterscon guration C; in nitely mary timesbefore q gets
to eat. This violates F L ; -Progresspecauseq is a starving
processwithout ary crashedheighbors.Thus,our assumption
that A achieres FL; dining using S was a contradiction.
Sinceno suchalgorithmexists, 3 P is, in fact, the wealest
Chandra-ougg failure detectorcapableof FL; dining.®m

9. Conclusions

The contribution of this paperis two-fold. First, we close
the failure-locality compleity gapbetweenasynchronousnd
synchronouglining solutions;we shav that FL; dining can
be achieved using 3 P . This result appliesto ary partially
synchronoussystemin which 3 P canbe implemented12],
[13]. Our secondcontribution is a generalstrategyy for trans-
forming off-the-shelfdining solutionsinto FL; algorithms.
We illustratedthis heuristicby applyingit to threealgorith-
mically diversedining solutions.

Finally we have shavn that our failure locality resultsare
strictin thesensehat 3 P doesnot permitthe constructiorof
dining algorithmswith locality betterthan 1. Moreover, 3 P
is thewealestdetectoiin the Chandra-dueg hierarchycapable
of implementingcrash-local-Idining algorithms.Theseresults
closethe locality compleity gap underweak mutual exclu-
sion, and improve the crashtoleranceof resourceallocation
algorithmsfor mary practicalnetworks.
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