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Abstract

Ideally, distributedalgorithmsisolatethe side-effectsof faults
within local neighborhoodsof impact.Failure locality quanti-
�es this conceptas the maximumradiusof impactcausedby
a given fault. We presentnew locality resultsfor the dining
philosophers problem subject to crash failures. The optimal
crash locality for dining is 0 in synchronousnetworks,but
degradesto 2 in asynchronousnetworks.Usingtheeventually-
perfectfailure detector3 P , weconstructthe �r st knowndin-
ing algorithmswith crash locality 1 underpartial synchrony.
Thesealgorithmsclosethefailure-localitycomplexity gapand
improve thecrashtoleranceof resource allocationalgorithms
in practical networks.We prove the optimality of our results
with two fundamentaltheorems.First,no diningsolutionusing
3 P achieveslocality 0. Second,3 P is the weakest failure
detectorin the Chandra-Toueg hierarchy to realizelocality 1.

1. A Complexity Gap for Crash Locality?

Masking fault toleranceguaranteesthat a systemsatis�es
its speci�cation,even in the presenceof certainfaults.Unfor-
tunately, maskingtolerancecanbe prohibitively expensive or
simply impossible.An alternative approachis to quarantine
faults by restrictingtheir negative side-effects to small, local
neighborhoodsof impact.Failure locality measuresimpactas
the radius of the worst-caseset of processesdisruptedby a
given fault [1]. The locality radiusof a distributedalgorithm
demarcatesahalooutsideof which faultsaremasked.As such,
failure locality is a metric that quanti�es maskingtolerance,
whereclassicalmaskingcorrespondsto failure locality 0.

Dining philosophersis a fundamentalproblemin distributed
resourceallocation.Originally proposedby Dijkstra for a ring
topology[2], dining waslater generalizedto arbitrarycon�ict
graphs by Lynch [3]. Dining solutions are a basic build-
ing block for higher-order synchronizationproblemssuchas
drinking philosophers[4], job-scheduling[5], and committee
coordination[6]. Dining hasalsobeena canonicalproblemfor
researchon crash-failure locality. For asynchronoussystems,
it is known that 2 is a lower bound on the failure locality
of dining algorithmssubjectto crashfaults [1]. This bound
is tight, asseveral existing algorithmsachieve it [7]–[10]. By
contrast,crashlocality 0 is possiblein synchronoussystems,
becausestandardtime-outmechanismscanreliablydistinguish
crashedprocessesfrom onesthat aremerelyslow.

This complexity gap merits investigationfor at least three
reasons.First, there is a theoreticalquestionwhetherthis is
truly a gap in complexity, or simply a gap in our knowledge
of fault localization. Second,many real systemsare best
modeledby intermediatedegreesof partial synchrony [11],
[12], which,althoughweaker thanpuresynchrony, nonetheless
satisfy stronger timing propertiesthan outright asynchrony.
As a practical matter, can we improve fault localization in
such systems?Third, since failure locality denotesa radius,
the cardinality of the worst-caseneighborhoodof impact is
exponentialin this value.Thus,for a failure-local-k algorithm,
a single crashedprocessmay disrupt as many as � k other
nodes,where � is themaximumdegreeof thecon�ict graph.
Theupshotis thatevensmall improvementsin failure locality
translateinto dramaticimprovementsin crashtolerance.

This paperaddressestheforegoingquestionsby proposinga
generaltechniquefor constructingdining algorithmswith im-
proved crash-failure localization.Our approachis basedon a
conceptof skepticismthatcanbeimplementedusingunreliable
failure detectorsfrom the class 3 P . The eventually perfect
failure detectorsin this classhave known implementationsin
several practicalmodelsof partial synchrony [12]–[14]. Our
main result is a suiteof dining algorithmsthat useskepticism
to tolerateprocesscrasheswith failure locality 1. We illustrate
the generalityof this approachby transformingthreecharac-
teristicallydiversedining algorithmsinto augmentedsolutions
with crashlocality 1.

To our knowledge,thesealgorithmsare the �rst to achieve
failurelocality 1 for dining algorithmssubjectto crashfailures
in non-synchronousnetworks.Our resultreducesthecardinal-
ity of the worst-caseneighborhoodof impact from quadratic
to linear in � . We also provide two theoreticalresults.First,
we prove that 3 P is insuf�cient for toleratingcrasheswith
failure locality 0. Consequently, our algorithmsachieve a tight
lower bound on failure localization with respect to 3 P .
Second,we prove that 3 P is the weakest class of failure
detectorsin the classicChandra-Toueg hierarchy[13] capable
of realizingfailure locality 1. Thus,using 3 P to implement
skepticismwasalsoa necessaryassumption.

The remainderof this paperis organizedas follows. Sec-
tion 2 de�nes the backgroundand transformationalstrategy
of the paper. Sections3–5 illustrate transformationsof the
following dining algorithms:asynchronousdoorways [1]; hi-
erarchicalresourceallocation[3]; hygienic [6]. Sections6–8
prove impossibility resultsfor crash-local-1dining with 3 P .



2. Background and Transformation Strategy

This section de�nes the terms and conceptsused in our
transformations.We defer the formal framework requiredfor
the impossibility theoremsto Section6.

Computational Model. We considerasynchronoussystems
wheremessagedelay, clock drift, andrelative processspeeds
areunbounded.A systemis modeledby a setof n distributed
processes� = f p1; p2; : : : ; pn g that communicateonly by
asynchronousmessagepassing.Every pair of processesin
the communicationgraphis connectedby a reliablechannel,
suchthatevery messagesentto a correctprocessis eventually
receivedby thatprocess,andmessagesareneitherduplicated,
lost, nor corrupted.Processesmay fail only by crashing.A
processcannotcrashat will, but only as the resultof a crash
fault, which occurswhena processceasesexecution(without
warning)andremainspermanentlycrashedthereafter[15].

Dining Philosophers. A dining instanceis modeled by
an undirectedcon�ict graph DP = (� ; E ) , where each
vertex p 2 � representsa diner, and eachedge (p;q) 2 E
representsa potentialresourcecon�ict betweendiners p and
q . Adjacentdinersare called neighbors and are modeledby
a neighbor relation N � V � V such that N (p;q) if f
(p;q) 2 E . Furthermore,eachdiner is in oneof threestates:
thinking, hungry, or eating. Diners control their transitions
from thinking to hungry, and from eating back to thinking.
Thinking may last inde�nitely, but eatingdurationsmust be
�nite. Hungry neighborsare said to be in con�ict , because
both are vying for shared(but mutually exclusive) resources.
A correctdining algorithm is a con�ict-resolution strategy to
schedulediner transitionsfrom hungry to eating,subjectto:

Safety: Live neighborsnever eatsimultaneously.
Progress:Every hungryprocesseventuallyeats.

The safetypropertyis weaker thanstrict mutualexclusion.
Speci�cally, a processmay eat simultaneouslywith crashed
neighbors[16]. This decisionis motivatedby consideringre-
sourcesthatareeitherstateless(suchastransmissionfrequen-
cies)or recoverable(suchasby checkpointingor atomictrans-
actions).By contrast,strict mutualexclusionforbidsneighbors
from eatingsimultaneouslywhatsoever. Strict exclusionbetter
modelscorruptibleresources.For example,a statefulresource
may be renderedunusableif left in an inconsistentstateby a
crashingdiner. This paperdoesnot considerstrict exclusion,
because(fundamentally)it is less interestingin the context
of fault localization; to wit, strict exclusion makes the lower
bound on crash locality 1 by de�nition, so differencesin
failure-detectioncapabilitiesbecomelessmeaningful.

ToleranceMetric. Failure locality measuresthe robustness
of a distributed algorithm in the presenceof faults, which,
for this paper, we restrict to processcrashes.Accordingly,
we will use the terms failure locality and crash locality
interchangeably. Previous work on crash locality considered
only token-basedalgorithmsfor which fail-safety(i.e., mutual
exclusion in the presenceof crashes)is often trivial [7]–[10].
Accordingly, we restrict our attentionto progressviolations

(i.e.,processesthatstarveastheresultof a crashfault).Thek-
neighborhoodof a processp is thesetof processesreachable
by at most k hops from p in the con�ict graph.A dining
algorithmis saidto have crashlocality k if the worst-caseset
of processesthat starve (as the resultof a crashedprocessp)
is a subsetof the k -neighborhoodof p . Equivalently, every
processq beyond the k -neighborhoodof a crashedprocess
p will continueto satisfyits safetyandprogressspeci�cation.

Impossibility Results.Ourgoalin the�rst half of thispaper
is to constructfailure-local-1( F L 1 ) dining algorithms.This
requirementre�nes theoriginalprogresspropertysothat(even
in the presenceof crashes)hungryprocessesmusteventually
eat if no processin their 1-neighborhoodcrashes:

F L 1 -Progress:Every hungryprocesseventuallyeatsor has
a crashedprocessin its 1-neighborhood(possiblyitself).

Even though hungry neighbors of a crashedprocessare
permittedto starve, F L 1 dining cannotbe implementedin
asynchronoussystemssubject to even a single crash fault.
This impossibility result is a corollary of the fact that 2 is the
optimal crashlocality for dining in asynchronoussystems[1].
Wait-for dependenciescanform whena hungryneighborof a
crasheddiner is unableto make progress,but is alsouncertain
whether it can safely yield priority to other hungry neigh-
bors without precipitatingits own starvation. As wait-chains
extend throughoutthe con�ict graph,resourceutilization and
concurrency degradeandwidespreadstarvationcanensue.For
intolerant algorithms, a single crash failure can potentially
cascadeinto global starvation, a fact that underscoresthe
importanceof improved techniquesfor fault-localization.

Failur e Detectors.To circumvent the impossibility results,
we augmentthe asynchronousmodelof computationwith an
eventually perfect failure detector 3 P (“diamond P”). An
unreliablefailure detector[13] canbe viewed asa distributed
oraclethat canbe queriedfor (possiblyincorrect)information
aboutcrashesin � . Eachprocesshasaccessto its own local
detectormodule that outputs the set of processescurrently
suspectedof having crashed.Unreliable failure detectorsare
characterizedby thekindsof mistakesthey canmake.Mistakes
can include false-negatives (i.e., not suspectinga crashed
process),aswell asfalse-positives(i.e., wrongfully suspecting
a correct process).Unreliable detectorsfrom the class 3 P
arecharacterizedby the following properties[13]:

Strong Completeness:Every crashedprocessis eventually
andpermanentlysuspectedby every correctprocess.

Eventual Strong Accuracy: For eachrun, thereexists a time
afterwhich no correctprocessis wrongfully suspected
by any othercorrectprocess.

Failure detectorsin 3 P may commit an arbitrary(but �nite)
number of false-positive mistakes during the computational
pre�x of any run. After somepoint, however, 3 P detectors
converge to being well-founded, after which they provide
reliable informationaboutcrashes.Unfortunately, the time to
convergenceis not known, and it may vary from run to run.



Transformation Strategy: We say that a 3 P detectoris
well-foundedonceit convergesto strongaccuracy. Sincecon-
vergenceoccursafter some�nite pre�x, the detectorremains
well-founded for an in�nite computationalsuf�x thereafter.
Furthermore,we say that a process p is skeptical if some
processin p 's 1-neighborhoodis suspectedby p 's local
detectionmodule.If aprocessp becomeshungry, but doesnot
proceedto eatingfor a suf�ciently long time, theneventually
p will still behungryandits failuredetectorwill have become
well-founded.Thereafter, if its neighborsnever crash, p will
never becomeskeptical and so must be permitted to eat,
eventually. Alternatively, if someneighborof p crashes,then
(by strong completeness)p 's detectormodule will suspect
that neighbor, and p will eventually becomepermanently
skeptical. Thereafter, p is not required to eat under F L 1:
Theseobservations yield the following proof obligation for
establishingthe progressof F L 1 dining algorithms:

Proof Obligation for F L 1 -Progress:Everyhungryprocess
eventuallyeatsor becomespermanentlyskeptical.

Many asynchronousdining algorithmscan be transformed
into F L 1 algorithmsby using 3 P to implementskepticism.
Achieving F L 1 requiresneighborsof a crashedprocessto
isolate other neighborsfrom the effects of the crash.Using
skepticismasa local proxy for crashingneighbors,we get the
following principle:Skepticalphilosophers shouldnot prevent
their neighbors from eating.

The actions to execute while skeptical will, of course,
dependon the algorithm being transformed.As a general
guide,however, notethatin mostnon-degeneratealgorithms,a
thinking processnever preventsa neighborfrom eating.Thus,
a skeptical processcould protect its neighborsby behaving
like a thinking process.This generalheuristicmustbeapplied
with care.Speci�cally, it is notalwayspossibleto just “cleanly
release” all acquired permissionsand resources.In many
dining algorithms,the transitionto thinking occursonly from
theeatingstate.Thus,establishingtheconditionsnecessaryto
behave like a thinking processmay be predicatedon having
�rst establishedthe conditionsrequiredto be eating.Sincea
processcan(potentially)becomeskepticalin any state,it may
notalwaysbepossibleto satisfytheinvariantthatcharacterizes
a thinking process.As we will show, in suchcases,a weaker
(but reachable)invariantmay suf�ce.

The transformationsin the following sectionsare based
on the following algorithms:Section3 transformsthe Asyn-
chronousDoorway Algorithm by Choy and Singh [1]; Sec-
tion 4 transformsthe HierarchicalResourceAllocation algo-
rithm by Lynch[3]; andSection5 transformstheHygienicAl-
gorithmby ChandyandMisra [6]. Thesecandidateswerecho-
senprimarily for their diversityasdoorway-based,permission-
based,and token-baseddining algorithms,respectively.

3. Asynchronous Doorway Algorithm
The AsynchronousDoorway Algorithm ( AD A ) is due to

Choy and Singh, who were the �rst to considerthe failure
locality of diningalgorithms[1]. AD A wasthe�rst of several

algorithms constructedby Choy and Singh using various
doorway mechanismsto ensureprogressand improve failure
locality. For an in-depthdescriptionof AD A andits proof of
correctness,we refer the readerto theoriginal papers[1], [7].

3.1. Original Algorithm (Synopsis)

In AD A; dinersareassumedto have a statictotal ordering
onprocessIDs. As anoptimization,apartialorderis suf�cient,
providedeachdiner's ID is distinct from eachof its neighbors.
Standardnode-coloringalgorithmscan computesuch order-
ings, which, in the worst case,require as many as � + 1
distinct IDs (where � is the maximumdegreeof the con�ict
graph).A processsharesa fork with eachneighborandit must
hold all sharedforks to eat. Con�ict resolutionsare always
resolved(statically)in favor of thedinerwith thehigherID. To
prevent higher-priority processesfrom starvinglower-priority
neighbors,AD A usesan asynchronousdoorway to prevent
unboundedover-taking.SeeFig. 1 for reference.

Inside doorway

requests
deferred
Satisfy

code
resolution
Conflict

to enter
permission
Request

Figure 1. Async hronous doorwa y algorithm.

Thinking processesare always outside the doorway. A
processcan only eat if it is inside the doorway and it holds
all of its forks. Thus,uponbecominghungry, a processmust
eventuallyenterthe doorway andthencollect all of its forks.
AD A accomplishesthis in two phases.

Phase1: Upon becominghungry, a process�rst requests
permissionfrom all of its neighborsto enter the doorway.
Any neighboralsooutsidethedoorway grantsthis permission
without delay. Neighborsinside the doorway, however, defer
granting permissionuntil after they proceedto (and �nish)
eating.This mechanismpreventsunboundedover-taking, be-
causehigher-priority neighborscannot re-enterthe doorway
until lower-priority neighborsalreadyinsidethedoorway have
exited. Oncea hungry processreceives permissionsfrom all
neighbors,it proceedsinside the doorway to Phase2.

Phase2: Oncea hungry processis inside the doorway, it
requestsall missingforks. Neighborsstill outsidethedoorway
(whetherthinking or hungry) yield their forks without delay.
Hungry neighborsinside the doorway yield their forks based
on processID; lower IDs yield the fork immediately(andre-
requestit), but higher IDs defer the fork requestuntil after
they proceedto (and�nish) eating.Eatingneighborsalsodefer
fork requestsuntil they �nish eating,after which they exit the
doorway andgrantall deferredpermissionsandfork requests
(therebyenablinghungryneighborsto make progress).

Corr ectness.Safety is guaranteedbecausea processeats
only if it holdsall of its forks, andno two neighborscanhold
the sharedfork simultaneously. Progressis achieved in two



stages.First, hungrydinersinsidethedoorway eventuallyeat.
This is becausehigher priority neighborseventually exit the
doorway andarenot permittedbackin. Second,hungrydiners
outsidethedoorwayeventuallyenter. Similarly, this is because
every neighboreventually exits the doorway, at which point
all deferredpermissionsaregranted.

3.2. Transformation

AD A hascrashlocality � + 2 (see[1] for details).Infor-
mally, this is becausepermissionsaregrantedasynchronously.
In the worst-case,the con�ict graphrequires � + 1 distinct
processIDs. It is possiblefor � + 1 hungryprocessesto enter
thedoorwaysimultaneouslyif all receive their �nal permission
at once. If the highest priority processthen crasheswhile
inside the doorway, starvation may cascadedown the entire
chainof � + 1 processes,plus an additionalprocesswaiting
outsidethe doorway for a permissionthat will never arrive.

Wait-chains originate with crashedprocessesinside the
doorway. High-priority neighborsexecuting Phase2 extend
such chainsby deferring permissionsand fork requests.By
contrast,thinking processesandhungryprocessesoutsidethe
doorway (executing Phase1) always grant permissionsand
forks without delay. Thus, we can transform AD A into an
F L 1 algorithmsimply by having skepticalhungryprocesses
behave like thinking processes.Speci�cally, such processes
inside the doorway should abort Phase2 by granting all
deferredrequestsand exiting. Once outside the doorway, a
skeptical processshould continue granting permissionsand
forks to any requestingneighbors(just as a thinking process
would).Thestrongcompletenessof 3 P guaranteesthatevery
neighborof acrashedprocesseventuallybecomespermanently
skeptical, so the transformedalgorithm is F L 1 because
nobodyelsewaits on a skepticalprocess.

If a hungryprocessp becomesskeptical,its progressmay
be stalled by exiting the doorway. To witnessprogress,we
considertwo cases.First, if p 's skepticismis well-founded,
then someneighborwill or hascrashed;since F L 1 dining
doesnot require p to eatwith a crashedneighbor, it' s permis-
sible for p to remainpermanentlyskepticalandnever eat.In
casetwo, p 's skepticismmaynot bewell-founded,but instead
was the result of somefalse-positive suspicioncommittedby
3 P: If p ceasesto be skeptical in the future, it can safely
resumebeinghungryby startingoverwith Phase1. Since 3 P
makesonly �nitely many mistakesbeforeconvergingto strong
accuracy, p will eithercontinueto Phase2 andeventuallyeat,
or a neighborwill crashand return us to case1. Either way,
p eventuallyeatsor becomespermanentlyskeptical.

4. Hierar chical Resource Allocation
The HierarchicalResourceAllocation algorithm ( H RA )

by Lynch is describedin [3] and[17]. H RA is so-namedbe-
causeevery resourcein thesystemis totally orderedaccording
to somestatic,hierarchicalranking.Like the total orderingon
processIDs in AD A , thisconditioncanberelaxedto apartial
order, provided that it projectsa total orderon the individual
resourcerequirementsof eachdiner.

4.1. Original Algorithm (Synopsis)
Eachresourcein the systemhasan associatedFIFO queue

of processIDs which is sharedamongall dinersrequiringthat
resource.Being the processID at theheadof a queueimplies
holdingthe“fork” for theassociatedresource.Uponbecoming
hungry, adinerrequestsits requiredresources,oneat a time,in
rankorderfrom leastto greatest.To accomplishthis, a hungry
diner enqueuesits processID onto the queueassociatedwith
the lowest-ranked resourcein its requiredresourceset. The
diner waits until it getsto the headof the currentqueue,after
which it enqueuesits processID into the queueof its next-
lowest resource.A processeatsonly onceit getsto the head
of every queuein its resourceset (i.e., once it hasobtained
all of its forks). After eating,a processdequeuesits ID from
every queuein its resourceset.

Corr ectness.H RA implementsmutualexclusionbecause
a processonly eatsif it holdsall of its forks. At mostonepro-
cesscanhold the fork for any given resource,so neighboring
processescannoteatsimultaneously. Furthermore,progressis
guaranteedbecausethepolicy of requestingresourcesin rank-
orderpreventsrequestcyclesfrom forming amongthe diners.
For detailsof this proof, we refer the readerto [3] and[17].

4.2. Transformation

In AD A; a skeptical hungry processcould curtail wait-
chainssimply by behaving like a thinking process.Following
suit, what invariantde�nes the behavior of thinking processes
in H RA ? Onepropertyis that theID of a thinking processis
never in any queue.Unfortunately, this conditionis too strong
to satisfy (uniformly) by every skeptical process.Still, this
approachis instructive to considerasa point of analysis.

Upon becomingskeptical,a hungrydiner is at the headof
zeroor morequeues.Thesequeuescorrespondto theresources
for which the processalready holds forks. To break wait-
chains,a skeptical diner shouldclearly dequeueits ID from
all such queues.Beyond this, however, a skeptical hungry
processis potentiallyin at mostonemorequeue,still waiting
to get to the head.If the processever getsto the head,it can
dequeueits ID to satisfy the invariant of a thinking process
(statedabove). Progress,however, is not guaranteed,because
the skeptical processmay be suspectinga neighborthat has
actually crashed,and whoseID is currently farther aheadin
this samequeue.In this case,the ID of the skepticalprocess
will be stuck in the resourcequeue,never to be removed.

As it turns out, this unbreakabledependency is only the
appearanceof a problem.Any dinerwaiting in thesamequeue
asa crashedprocessis alreadyan immediateneighborof that
process,so progressis not requiredunder F L 1 dining. Our
original invariantwastoo strong,but a weaker (andreachable)
invariantwill suf�ce: A thinking processis never at the head
of any queue. This condition can be satis�ed locally by any
skeptical diner. The only wrinkle is that if a hungry diner
ceasesto beskeptical(dueto false-positive suspicion),it must
wait until its ID hasbeenremoved from all resource queues
beforerestartingthe hierarchicalqueuingscheme.Otherwise,
cyclesmay form amongthe requestqueues.



5. Hygienic Dining Philosophers
The hygienic algorithm is by Chandyand Misra [4]. The

hygienicalgorithmusesprocessprioritiesto breaksymmetries
in resolving con�icts. The algorithm derives its namefrom
the mechanismusedto encodethe relative priority between
neighbors:their sharedfork is either clean or dirty. In the
hygienicalgorithm(whereonly “clean” forks areexchanged),
processpriorities are dynamic, becauseprocesseslower their
priority below their neighborsafter eating.

5.1. Original Algorithm (Synopsis)

A fork is associatedwith eachedgeof the con�ict graph.
Upon becominghungry, a diner requestsall missing forks.
Dinersrelinquishforksonly if therequestcomesfrom ahigher
priority neighbor, otherwisethe requestis deferred.Priority is
encodedin the state of the fork: clean or dirty. If a diner
holds a clean fork, it hashigher priority than the requesting
neighbor. If a processholdsa dirty fork, it haslower priority
than that neighbor. Thus, requestsfor dirty forks are granted
while requestsfor clean forks are deferred.After eating,all
forks becomedirty andall deferredrequestsaresatis�ed.

Becomehungry !
if hold all forks, begin eating
elserequestall missingforks

Receive fork !
�ip stateof fork (clean/dirty)
if hold all forks, begin eating

Receive request !
if fork is dirty andnot eating

sendfork and, if hungry, re-request
elsedefer request

Doneeating !
all forks becomedirty
satisfydeferredfork requests

Figure 2. Original Hygienic Algorithm

Corr ectness.Safetyis ensuredbecauseeatingdinersmust
hold every shared fork. To ensureprogress,priorities are
initially assignedso asto form an acyclic graph,i.e., a partial
order. This graphis modi�ed only by a diner eatingandthen
lowering its priority below all its neighbors.This modi�cation
preservestheacyclicity of thegraph.Sincea dineronly lowers
its priority whenit eats,a hungrydiner eithereatsor risesin
thepartialorder. Sincethepartialorderis �nite, ahungrydiner
eventuallyeats.Proof detailscanbe found in [4] and [6].

5.2. Transformation

The crash locality of hygienic dining is the diameterof
the con�ict graph(global). If an eatingprocesscrashesat the
top of the partial order, its lower priority hungry neighbors
will never receive their requestedfork. Theseneighbors,in
turn, will not relinquish (clean) forks to their lower priority
neighbors.Processprioritiesaredynamic,soremoteprocesses
will eventuallyfall underthewait-chaintoo oncetheir priority
reducesafter suf�ciently many eatingsessions.

To create an F L 1 algorithm, we observe that thinking
processesalways satisfy fork requestswithout delay, and
hence,no processwaits on a thinking neighbor. This property
is also true of any diner whosepriority is lowest amongall
its neighbors.Thus,a skepticaldinercanbreakwait-chainsby
lowering its priority below that of all (non-skeptical) neigh-
bors. That is, a skeptical diner relinquishesforks (whether
clean or dirty) to any hungry, non-skeptical neighbor. The
new algorithm (summarizedin Fig. 3) is augmentedwith
actionsfor transitionsinto and out of skepticism.The action
for receiving a requestalso relinquishesthe fork if skeptical.

Becomehungry !
if hold all forks, begin eating
elserequestall missingforks

Receive fork !
�ip stateof fork (clean/dirty)
if hold all forks, begin eating

Receive request!
if fork is dirty andnot eating

sendfork and, if hungry, re-request
elseif skepticalandnot eating

sendfork
elsedefer request

Becomeskeptical !
if not eating,

satisfydeferredfork requests
Stopbeingskeptical !

if hungry,
if hold all forks, begin eating
elserequestall missingforks

Doneeating !
all forks becomedirty
satisfydeferredfork requests

Figure 3. Transf ormed Hygienic Algorithm

The correctnessof this algorithmderivesfrom the fact that
the transformedpriority schemeis still acyclic. Since every
skeptical processhas lower priority than any non-skeptical
process,a cycle in priority (if one exists) cannot contain
both kinds of processes.Among processesof the samekind,
however, priority is determinedby the stateof the forks as in
the original algorithm,which is guaranteedto be acyclic.

Unlike the original hygienic algorithm, a hungry diner
can lower its priority in two ways without eating: (1) by
becomingskepticalor (2) by having a neighborbecomenon-
skeptical. After the detectorbecomeswell-founded,a diner
who becomesskeptical will eventually becomepermanently
skeptical. Similarly, a skeptical neighbormay only become
non-skepticalfor a �nite periodof time (andthis only occurs
whenthe detectoris well-foundedandsuspectsa processthat
will crash,but hasn't crashedyet). Either way, priority will
reduceunder thesetwo conditions only a �nite number of
times.In thein�nite suf�x thereafter, ahungryprocesswill rise
in the partial orderandeat,or becomepermanentlyskeptical.
Thus, F L 1 progressis satis�ed.



6. Complexity Questionsfor F L 1 Dining

Having shown that F L 1 dining is possibleusing 3 P; it
is importantto placethemeaningof this resultin context. The
simplicity of the foregoingtransformationsmight suggestthat
we haveassumedtoomuchby using 3 P: This conjecturehas
two dimensions.First, is 3 P suf�ciently strong to achieve
F L 0 dining? Second,is there a strictly weaker (or simply
incommensurable)failuredetectorthatcanalsoachieve F L 1 ?

If the answer to either of thesequestionsis “yes” then
our F L 1 transformationsusing 3 P have only diminished
signi�cance. Sections7 and 8 will prove two impossibility
theoremsto thecontrary, but �rst we pauseto introducesome
formal machineryused in our proofs. For consistency with
existing literature,we adopt the model usedin Chandraand
Toueg's original formalizationof failure detectors[13].

Failur e Patterns.We posita discreteglobalclock T ; with
thesetof naturalnumbersIN asits rangeof clock ticks. T is
merelya conceptualdevice to simplify our presentation;since
T is inaccessibleto processesin � , it cannotbe used to
advantagein any algorithmexecutedby the system.A failure
pattern F modelsthe occurrenceof crashfailuresin a given
run. Speci�cally, F is a function from the global time range
T to thepowersetof processes2� ; where F (t) denotesthe
subsetof processesthathave crashedby time t . Sincecrashed
processesnever recover, F is monotonicallynon-decreasing:
8t1 < t2 : F (t1) � F (t2) . We say that p crashesin F if
p 2

S
t 2T F (t) ; otherwise,we say that p is correct in F .

Failur e Detectors.A failure detectorhistory is a function
H from � � T to 2� ; where H (p; t) is thesetof processes
suspectedby p 's local detectormoduleat time t . We saythat
p suspectsq at time t in history H , if processq 2 H (p; t):
A failure detectorhistory may output con�icting information
to different processes;thus, for p 6= q; it is possiblethat
H (p; t) 6= H (q; t) . A failure detector D provides (possibly
incorrect)informationaboutthe failurepattern F thatoccurs
in a given run. The unreliability of a failure detectordepends
on its �delity to actual failure patterns.Formally, a failure
detector D is a functionthatmapseachfailurepattern,F; to
a setof failure detectorhistories, D(F ) . The rangeof D(F )
is the setof admissiblefailure detectorhistoriesusingfailure
detector D in algorithmic runswith failure pattern F:

Algorithms. An algorithm A is a set of n deterministic
automata,one for eachprocessin � . A run of algorithm A
usinga failure detectorD is a 5-tuple R = hF; H D ; I ; S;T i ,
where F is a failurepattern,H D 2 D(F ) is someadmissible
history D on failurepattern F , I is an initial con�guration,
S is an in�nite sequenceof steps(or schedule) of A , and
T is an in�nite sequenceof increasingtime valuesdenoting
wheneachstepin the scheduleS occurred.

Impossibility Proofs. Although an algorithm has access
to its failure detectorhistory H D ; the actual failure pattern
of a given run is inaccessible.Sincefailure detectorscan be
unreliable,it is possiblefor distinct failure patternsto yield
identicalfailuredetectorhistories.A fundamentalapproachto
proving impossibility resultsis to constructtwo runs R and

R0 with different failure patternsand yet identical schedules
and failure detectorhistoriesalong somepre�x of both runs.
Sincewe consideronly deterministicalgorithms,thenext step
of the algorithmmustbe the samein both runs.This forcesa
contradictionif theunderlyingfailurepatternsactuallyrequire
distinct behaviors in the respective futuresof eachrun.

7. F L 1 Dining is Optimal for 3 P
In this section,we prove that 3 P is not powerful enough

to implement dining algorithms with crash locality 0. In
conjunctionwith our transformations,Theorem1 shows that
F L 1 is a tight lower boundfor dining algorithmsusing 3 P .

Theorem 1: No deterministicasynchronousalgorithm can
solvedining philosophers with crash locality 0 using 3 P .

Proof. Supposesuchan F L 0 dining algorithm, A; exists.
We will forcea contradictionby constructingtwo runsthatare
indistinguishableto A along some�nite pre�x that violates
mutual exclusion. Considerthe system � = f p;qg; where p
and q areneighbors,andwhere q is hungrywhile p is eating
at sometime t1: We extendthis partial run with two possible
futuresbasedon distinct failure patternsF and F 0.

In failure pattern F; process p crashesat some future
time t2 > t1 while still eating.By hypothesis,algorithm A
has crashlocality 0. Thus, in an extendedrun R basedon
failurepattern F; processq musteventuallybe scheduledto
eat.Processq cannoteatbefore p crasheswithout violating
mutual exclusion, so let t3 > t2 denote the time when
q begins eating. By contrast,in failure pattern F 0 neither
processcrashes.Moreover, in an extendedrun R0 basedon
this failure pattern,it is perfectlyadmissiblefor processp to
continueeatinguntil sometime t4 > t3:

Now considerpossiblefailure detectorhistories H andH 0

of runs R and R0; respectively. In history H ; p 's detector
never suspectsanyone,but q 's detectorsuspectsp initially
and permanently. That is, H (p; t) = ; and H (q; t) = f pg
for all t 2 T : History H 0 is identicalto H ; exceptthat q 's
detectorpermanentlystopssuspectingprocessp aftertime t4:
That is, H 0(q; t) = f pg only for t � t4: It is clear that both
failure detectorhistoriesprovide identical information about
their respective failure patternsprior to time t4:

Furthermore,H and H 0 are both admissiblehistoriesof
a 3 P detectorover failurepatternsF and F 0; respectively.
To seethis, note that in H ; the only incorrect process,p;
is suspectedpermanently(strongcompleteness),andthe only
correctprocess,q; is never suspectedafter time 0 (eventual
strongaccuracy). In history H 0; no processcrashes(sostrong
completenessis satis�ed vacuously),andno correctprocessis
suspectedafter time t4 (eventualstrongaccuracy).

Recall that A doesnot have accessto the actual failure
patternof a given run, but only to the information provided
by its failure detectormodules.We have shown that H and
H 0 are admissiblehistoriesfor 3 P; and that both histories
provide identical information prior to time t4: Thus, even
though runs R and R0 have failure patternsthat require
distinctly different behavior, theseruns are indistinguishable
to algorithm A over the �nite pre�x in question.



Since A is deterministic,it executesthe sameactionsin
both runs prior to time t4 . Consequently, when process q
gets scheduledto eat at time t3 in run R (as requiredby
failure locality 0), q mustalsobe scheduledto eatat time t3

in run R0: This action,however, violatesmutualexclusionby
eatingsimultaneouslywith a live neighborp: Theassumption
that A solves F L 0 dining philosophersusing 3 P hasbeen
contradicted.Thus,no suchalgorithmexists.

8. The Weakest Detector for F L 1 Dining
In this section,we prove that 3 P is theweakestfailurede-

tector in the Chandra-Toueg hierarchycapableof implement-
ing F L 1 dining algorithms.Theorem2 establishesthat 3 P
was actually a necessaryassumptionin our transformations.
The proof approachdraws on the structureof the Chandra-
Toueg hierarchy, which we pauseto review.

In ChandraandToueg's original classi�cationof unreliable
failure detectors[13], eachclasswas de�ned by two proper-
ties: completenessandaccuracy. Eachpropertyis eitherweak
or strong; additionally, accuracy is eitherperpetualor eventual.
Altogether, thereareeight distinct classes.Four pairsof these
classesare known to be equivalent (via mutual reduction),
however, sotheresultinghierarchybecomesa latticewith four
nodes,as illustratedin Fig. 4.

P �= Q

S �= W 3 P �= 3 Q

3 S �= 3 W

Figure 4. The Chandra-T oueg hierar chy consists
of four equiv alence classes of failure detector s. Fail-
ure detector classes higher in the lattice are strictl y
str ong er than detector classes lower in the lattice .

The perfectandquasi-perfectfailure detectors( P and Q )
are strongest(i.e., most reliable). The eventually strong and
eventually weak detectors( 3 S and 3 W ) are the weakest.
The intermediateequivalenceclassesare incommensurable;
someproblemssolvableby onecannotbesolvedby theother,
and vice versa.Theseclassesinclude the strong and weak
failure detectors( S and W ), andthe eventuallyperfectand
eventuallyquasi-perfectdetectors( 3 P and 3 Q):

To obtain our result, we will prove that no algorithm can
solve F L 1 dining usingthe strongfailure detector S . Since
the weak detector W is computationallyequivalent to S ,
no algorithm can solve F L 1 dining using W either. The
impossibilityresultalsoextendsdown thelatticeto theclasses
3 S and 3 W; sinceboth arestrictly weaker than S:

Strong Failur e Detectors. S satis�esstrongcompleteness
(just like 3 P ); thus,every processthat crashesis eventually
and permanentlysuspectedby every correctprocess.Unlike
3 P; however, S satis�esonly weakaccuracy, which requires
that somecorrect processis never suspected. Thus, whereas

3 P may wrongfully suspectevery correct process�nitely
many times, S cannotwrongfully suspectsomecorrectpro-
cesseven once.On the otherhand, 3 P musteventuallystop
suspectingall correct processes,but S may suspectother
correctprocessesin�nitely often or even permanentlyso.

Theorem 2: 3 P is the weakest failure detector in the
Chandra-Toueg hierarchy suf�cient for solving F L 1 dining.

Proof. Supposea deterministicalgorithm A solves F L 1

dining using the strong failure detector S . We will force a
contradictionby constructinga maliciousrun where A vio-
lates F L 1 -Progress.Speci�cally, we will prove by induction
that there exists an admissiblerun of A where no process
crashesandyet somehungryprocessnever eats.

p.e

q.h

r.h

(a) Con�gur ation C1

q.h

p.h r.e

(b) Con�gur ation C2

Figure 5. System Con�gurations for Theorem 2

Let � = f p;q; rg be a systemwhere q is a neighborof
both p and r; but p and r arenot neighborsof eachother.
Consideracon�guration C1 where q and r arehungrywhile
process p is eating, as in Fig. 5(a). We will show that q
canstarve in algorithm A: The proof is by inductionon the
numberof times(since q lastbecamehungry)thatthesystem,
� ; enterscon�guration C1 before q eats.

Base Case: We require a partial run of A where q
becomeshungry, but the systemreachesC1 before q eats.
Thefollowing schedulesuf�ces: p becomeshungry, p begins
eating, q becomeshungry, r becomeshungry. In this pre�x,
the numberof times � enters C1 before q caneat is 1.

Inducti ve Step: In a given partial run, supposeprocessq
becomeshungryand that the systementerscon�guration C1

at least k timeswhile q is still waiting to eat.We mustshow
thatthis partial run canalwaysbeextendedsothat � re-visits
C1 at leastoncemorebefore q eats.

Considerthe failure detectorhistory H S where p and r
always suspecteachother, but q always suspectsp and r:
That is, for all t 2 T : HS (p; t) = f r g; HS (r; t) = f pg;
and HS (q; t) = f p; rg: Surprisingly, H S is an admissible
historyof thestrongdetectorS for anyfailurepatternof � in
which q never crashes.For all suchpatterns,q is thecorrect
processthat is never suspectedin H S (weakaccuracy). Since
p and r aresuspectedinitially andpermanently, H S satis�es
strongcompletenesstoo, regardlessof when p or r crash.If
neithercrashes,strongcompletenessholds vacuously. Under
weak accuracy, permanentsuspiciondoesnot imply failure.
Thus,thefailurepatternin whichnoprocesscrashescanstarve
q; becauseeverypartialrun is indistinguishablefrom a similar
partial run in which p or r have just crashedwhile eating.
Fig. 6 appliesthis observation to our inductive step.
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Figure 6. Any par tial run up to C1 can be extended to re-visit C1 before q eats.

Let t0 2 T be the time at which � enteredcon�guration
C1 for the kth time while q was still hungry (seeFig. 6).
The partial run prior to t0 canbe extendedinto two possible
futures.In extension R1; p crashesat time t1 while eating.
By hypothesis, A is F L 1; so (hungry) process r must
eventually eat in this run. Recall, however, that the failure
detector history, HS ; over this pre�x can have the same
behavior over run R where p doesnot crash.Thus, A must
alsoallow r to eatin run R eventhough p hasnot crashed.
Once r begins eatingat time t2; processp cantransit from
eatingto thinking andbackto hungryagain.This precipitates
con�guration C2 at time t5 (seeFig. 5(b)).Sinceeither p or
r eatsat every momentbetweenC1 and C2; their neighbor
q remainshungryanddoesnot eatbeforetime t5:

Now the situationis reversed,with p being hungry while
r is eating,and therebeing two possiblefuturesof this run:
extension R2 where r crashesat time t6; and extension
R where r doesnot crash. F L 1 dining requiresthat p be
allowed to eat in the former, but again,history H S hasthe
samebehavior in bothextensions.Thus,once p beginseating
in run R at time t7; r can cycle from eating to thinking
to hungry againto precipitatethe original con�guration C1:
As before, either p or r eats at every moment between
con�gurations C2 and C1; so, again, process q remains
hungry and doesnot eat before time t10; when the system
� enterscon�guration C1 for the k + 1st time.

By induction,thereexistsa crash-freerun wheresystem�
enterscon�guration C1 in�nitely many timesbefore q gets
to eat.This violates F L 1 -Progress,becauseq is a starving
processwithout any crashedneighbors.Thus,our assumption
that A achieves F L 1 dining using S was a contradiction.
Sinceno suchalgorithm exists, 3 P is, in fact, the weakest
Chandra-Toueg failure detectorcapableof F L 1 dining.

9. Conclusions

The contribution of this paperis two-fold. First, we close
the failure-localitycomplexity gapbetweenasynchronousand
synchronousdining solutions;we show that F L 1 dining can
be achieved using 3 P . This result appliesto any partially
synchronoussystemin which 3 P canbe implemented[12],
[13]. Our secondcontribution is a generalstrategy for trans-
forming off-the-shelfdining solutionsinto F L 1 algorithms.
We illustrated this heuristicby applying it to threealgorith-
mically diversedining solutions.

Finally we have shown that our failure locality resultsare
strict in thesensethat 3 P doesnot permittheconstructionof
dining algorithmswith locality betterthan1. Moreover, 3 P
is theweakestdetectorin theChandra-Toueg hierarchycapable
of implementingcrash-local-1diningalgorithms.Theseresults
close the locality complexity gap underweak mutual exclu-
sion, and improve the crashtoleranceof resourceallocation
algorithmsfor many practicalnetworks.
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