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ABSTRACT within a subnet prefix, taken from the unicast
address space, an additional set of reserved any-
Use of anycast service can considerably simplify cast addresses within each subnet prefix has
many communication applications. Two been defined and listed. In [5], the implication
approaches can be used for routing anycast of an anycasting service supported at the appli-
packets. Single-path routing always uses the cation layer was explored.
same path for anycast packets from a source,

while multipath routing splits anycast traffic into SINGLE- AND MULTIPATH ROUTING
several different paths. The former is simple and Routing a packet in a network is concerned with
easy to implement, while the latter may poten- determining a path for the packet to travel from

tially reduce congestion, improving delay and its source to its destination. There are two class-
throughput performance. However, multipath es of routing approaches: single-path routing
routing may require additional cost to maintain (SPR) and multipath routing (MPR). With SPR,
multipath information. To take advantage of the path used for transmitting packets from
both approaches and overcome their shortcom- source to destination is unique (unless, of course,
ings, we develop a set of integrated routing algo- the network topology changes). SPR, such as
rithms that can adaptively select a subset of Shortest Path First (SPF) routing, is simple and
routers in the network to carry out multipath easy to implement, and has been widely used in
routing for anycast messages. We demonstrate the Internet.

that systems using our integrated routing algo- A problem associated with SPR is that it may
rithms perform substantially better than those overload the selected path and hence cause traf-
where either the single-path or multipath fic congestion. The MPR algorithm intends to

approach is used alone. split traffic into several different paths. Many
analyses have shown that multipath routing algo-
ANYCAST rithms can increase network throughput and

decrease message delay. A recent survey on

Anycast is a new communication service defined MPR algorithms can be found in [6]. Naturally,
in IPv6. An anycast message is one that should one tends to believe that MPR is suitable for
be delivered to one member in a group of desig- anycast packets. Using MPR allows us to take
nated recipients [1]. As stated in [2], anycast ser- advantage of the anycast semantics and hence
vice provides “a stateless best effort delivery of improve network performance. A preliminary
an anycast datagram to at least one host; and study has been reported on using MPR for any-
preferably only one host, which serves the any- cast packets [7].
cast address.” However, there are some problems associated

Using anycast communication services may with the MPR approach. For example, a router
considerably simplify some applications. For with MPR requires additional storage in order
example, anycast queries can be used to locate to maintain information of multiple paths it will
an appropriate server from a group of available use. The storage requirement can become very
ones. This will improve efficiency over multicast large. When the memory size of a router is limit-
queries, as proposed in Service Location Proto- ed, using MPR may actually increase packet
col (SLP) [3]. In particular, multiple mirrored delay at the router due to the time taken to
Web sites can share a single anycast address with swap in/out interfaces in the routing table in the
which users could simply send a request in order process of establishing the routing trees.
to obtain information (weather information,

stock quotes7 etc_)_ INTEGRATED ROUTING

Several studies have been done on communi- To solve the dilemma, we propose and evaluate
cation with anycast messages since the notion integrated routing algorithms for anycast pack-
was introduced [2]. In [4] it was determined that ets. With our routing algorithms, a subset of (but
the anycast addresses are allocated from the uni- not all) routers are designated to execute MPR
cast address space with unicast address formats. to reduce time overhead and router cost. In the
Recently, Deering and Hinden defined Subnet- selection of routers to execute MPR, we explicit-
Router as an anycast address [1] for all routers ly take into account the distribution of sources
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ana recipient groups, ana expiore e connectuvi-
ty properties between sources and receivers. As
a result, our integrated routing algorithms per-
form much better than those proposed in previ-
ous studies in which either SPR [2] or MPR [7]
is used at all routers.

MODELS AND NOTATIONS

THE NETWORK

The network we consider consists of a number
of nodes. Nodes are connected by physical links
along which packets can be transmitted. Each
link has an attribute called distance. The dis-
tance of a link is usually measured by quantities
such as delay and bandwidth. Figure 1 shows a
sample network where the numerical values
associated with links are their distances.

Routers in the network cooperatively decide
a path for a packet and transmit the packet
along the path. P(X, Y) denotes a path from X to
Y where X and Y are nodes. We will use the
terms route and path interchangeably. A shortest
path from X to Y is the path with the smallest
distance value, which is usually denoted Pgp(X,
Y). In the network shown in Fig. 1, Psp(Hy, Rg)
= < Hj, Ry, R3, Rs, Rg>.

ANYCAST PACKETS

Let A be an anycast address. We denote G(A) to
be the group of designated recipient hosts. That
is, a packet with anycast address A can be sent
to any host in G(A). Gs(A) is the group of source
hosts (i.e., those that may send packets with any-
cast address A). Note that the size of Gg(A),
denoted | Gs(A)], can be very large.

ROUTER ARCHITECTURE

A router typically has an equal number of
input and output interfaces (i.e., ports), which
in turn connect to input and output links,
respectively. Each router has a number of rout -
ing tables. An entry in a routing table usually
consists of fields for destination address, next
hop, distance, and so on. See Fig. 2 for the
architecture of a router.

For an incoming packet, a router locates an
entry in a routing table such that the destination
address of the packet matches that of the entry.
Once the next hop is determined, the packet will
be transported to a proper output link, which in
turn connects to the next hop. It is possible that
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a packet may have to be queued at the output
interface because the transmission of previous
packet(s) is not yet finished.

Many new multigigabit routers have been
studied and implemented [8]. The new router
pushes the routing tables down into each for-
warding engine. Since we know the memory at
each forwarding engine is limited, we assume
that there is sufficient secondary storage avail-
able to store the routing information for fast
gigabit routers. Entries in the routing table may
have to be swapped in and out when needed.

INTEGRATED ROUTING ALGORITHMS

AN OVERVIEW OF ALGORITHMS

Recall than two approaches can be taken for
routing anycast packets: SPR and MPR. We
take an integrated approach. For a given net-
work, we propose to select a subset of routers to
carry out MPR. The rest of the routers execute
SPR. With proper selection of MPR routers, we
can take advantage of both approaches and
overcome their shortcomings. To achieve this
objective, our algorithms have to address the fol-
lowing issues:
= Router assignment. We should properly
determine which routers are to perform
MPR and which SPR. The assignment must
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Using anycast
communication
services may
considerably
simplify some
applications.
For example,
anycast queries
can be used to
locate an

appropriate server

from a group of

available ones.

This will improve

efficiency over
multicast
queries, as

proposed in SLP.

dKe Into account tne popuilaton aistripu-

tion of both the source and destination

groups. The impact of topology and traffic
should also be considered.

= Routing interface selection. For a routing
table in an MPR router, there are multiple
entries for a given anycast address. Accord-
ingly, there may be multiple interfaces via
which the destinations with the anycast
address can be reached. When an anycast
packet arrives, the router has to select one
of the interfaces and then route the packet
accordingly. In the selection we must ensure
that anycast packets are effectively trans-
mitted and distributed over different routes
so that congestion is avoided.

= Loop prevention. A loop in a route implies

wasting network resources and worsening
packet delay. Our routing algorithm should
produce loop-free routes for anycast mes-
sages. There are various approaches to
dealing with loop elimination in a network.
An easy way is to let all routers perform
SPR; however, this method would not be
able to distribute the traffic over multiple
routes. This is not desirable for reducing
average delay and increasing throughput.
The second approach is to use a time-to-
live (TTL) field for a packet to prevent
looping, as done in SLP. The third
approach is to use the shared tree approach
in which the traffic is transmitted on a spe-
cific tree. Packets may split in different
paths but will “follow” the tree to the desti-
nations. Thus, there is no loop.

We will focus on the first two issues in this
section. The integrated algorithm will apply the
above standard techniques in dealing with loop
prevention.

ROUTER ASSIGNMENT

The objective here is to assign a number (say, k)
of routers to perform MPR and let the rest exe-
cute SPR. We first introduce two simple baseline
algorithms:

None_MPR This algorithm selects no router
to perform MPR.

All_MPR: This algorithm selects all the
routers to perform MPR.

The above baseline algorithms are simple, but
the delay performance may be not good. We
propose two load-based assignment algorithms.
The basic idea is to assign heavily loaded routers
to perform MPR. To realize this idea, we will
have to address two issues:
= How to measure the load of a router
« How to assign routers based on given load

information

Static Load Based Assignment (Lg)
Static Load of a Router — For anycast address
A and source S, there may be multiple shortest
paths to G(A); one shortest path leads to one
member in G(A). Among these paths, let Qsp(S,
A) be the absolute shortest path from S to the
members in G(A). We define a status function
for router R as follows: If Qgp(S, A) passes
through R, F(R, S, A) is one; otherwise, F(R, S,
A) is zero.

Now, the number of SP paths that pass

mrougn router K, aenotea La(K), Is aerinea as
the summation of F(R, S, A) over S. That is,
Ld(R) measures the total number of the abso-
lute shortest paths that pass through router R. In
the rest of this discussion, without loss of gener-
ality, we assume that n routers in the network
are indexed in decreasing order of loads. That is,
Ld(Ry)® Ld(Rp)® ...3 Ld(Rn_1)® Ld(Rp)3
0. We say a router is eligible if it has more than
one interface that leads to the members in the
recipient group. Obviously, we should not assign
a router to perform MPR unless it is eligible.
After we eliminate, say, m routers that are not
eligible and re-index the routers, we have Ld(R;)
3 Ld(Rp) 2 ... 3 Ld(Rn_m)-

We should consider the MPR routing algo-
rithms for the remaining n — m routers. Which
routers perform MPR depend on a heavy load
threshold, as we discuss next.

Router Assignment Based on Static Load —
We propose two router assignment algorithms
that utilize static load information:

Tk_MPR assigns k (0 < k £ n - m) heaviest
loaded routers (i.e., Ry, Ry, ..., R) to execute
MPR where k is a given parameter.

TB_MPR does the assignment based on a
threshold b, that is, router R with Ld(R) > b is
assigned to execute MPR.

The value of b can reflect the fact that router
R may get congested at its output links when
Ld(R) > b. To determine the value of b, the
maximum transmission unit (MTU) of anycast
and the path bandwidth are taken into account.
The MTU is expressed in kilobits. For a router,
let Bj be the bandwidth of the narrowest link on
the absolute shortest path via interface j to
G(A). It can be expressed on an inverse scale,
as the division of 10 million by the data rate of
the link expressed in kilobits per second: this
can be understood as the number of millisec-
onds necessary to transfer a 10 kb message. For
example, for 10 Mb/s Ethernet, the transmis-
sion delay for a 10 kb message is about 1 ms;
thus, Bj = 1.

For router R, y = Ld(R) paths overlap at R
and exit at the absolute shortest path through
interface j. Congestion may occur at R when
packets from y paths arrive at j simultaneously.
In this situation, the delay could be as large as x
= y*MTU*B;/10 ms. Define mq as the maximum
delay allowance (in milliseconds) for anycast
packets by the system (which can be set by appli-
cations or system administrators). Obviously, x >
mgy violates the delay allowance. Thus, the
threshold of heavy load can be defined as b; =
€10*my/(MTU*B;)u For example, let my be 1 ms
for router R and B; = 0.1 (i.e., 100 Mb/s data
rate link) and MTU = 10 kb; then b; = 10
approximately.

Dynamic Load Based Router Assignment
(Lp) — Apparently, static load approach Lg
cannot reflect the dynamic load of traffic. We
now propose another MPR router selection
algorithm based on dynamic load on a router.
The idea of Lp is simple. Initially, all routers
use SPR for anycast traffic. Like unicast, the
absolute shortest path is used. The routers
will adaptively select alternative shortest paths
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Ws Wp
Router assignment | Lg LsWs LsWp
Lp LpWs LoWp

M Table 1. Integrated routing algorithms.

for splitting the anycast traffic if overall traf-
fic becomes heavy for the absolute shortest
path.

Dynamic Load of a Router — Recall that in a
routing table, an entry defines a mapping from
an output interface to the destination. Without
loss of generality, let us assume that there are K
interfaces in a routing table for a given anycast
address, and the interfaces are indexed by 1, 2,
..., K. Let Dis(i) (i = 1, 2, ..., K) be the distance
which reflects the minimum cost (or number of
hops) when interface i is used to route an anycast
packet to the destination. Let the interface of the
absolute shortest path be indexed as j, Q; the
queue attached to the interface j, and |Q;| the
number of packets (measured in 10 kb) queued
in Q;. Then the delay T; of the packet buffered in
Qj at interface j can be estimated as Bj*(]Q;|+
Dis(j)). Note that B; and Dis(j) are static and can
be calculated together with establishment of a
routing table, while |Q;| is dynamic.

Router Assignment Based on Dynamic Load
— Here is our heuristic approach based on
dynamic load to decide when a router should do
SPR and when MPR. Consider router R, for its
interface j:

Initially, a router (say R) performs SPR. That
is, all anycast traffic is routed through interface j.
At runtime, R may switch between SPR and MPR,
depending on dynamic load. Assume that at a
time, R is performing SPR. Now, if traffic becomes
heavy such that T; = Bj*(]Q;] + Dis(j)) becomes
larger than Bi*Dis(i) (i is the index of any one
interface of R), then R switches to MPR. When R
is performing MPR, it is possible that the traffic
will turn light such that for every interface (i),
except interface j, Bj*(S¥n=11Qn| + Dis(j)) £d
*Bi*Dis(i), R will switch back to SPR. Here dis an
adjustment parameter between 0 and 1.

ROUTING INTERFACE SELECTION

When a router is performing MPR, it must select
one interface to transmit a packet from multiple
available ones. We do so by weighted random
selection. Each available interface is assigned a
weight. The weight of an interface represents the
probability that the interface is selected. To fully
take advantage of MPR, we must carefully assign
the weights to the interfaces.

Weight assignments for MPR have been stud-
ied in the literature. For example, an optimal
weight assignment was proposed in [9] by which
the average delay of messages can be minimized.
Our idea is to have a simple parameterized
weight assignment formula that can cover a wide
range of heuristics.

VVE TIrSL Consiaer a weignt assignment mewnoa
based on static information (Ws). As assumed
earlier, there are K interfaces in a routing table
for a given anycast address. These interfaces are
indexed by 1, 2, ..., K. Let their associated
weights be denoted Wy, Wy, ..., W, respectively.
How should the weight of an interface be
assigned? A rule of thumb is that the weight
should be inversely proportional to the distance
of the route that leads to a member in the recip-
ient group. Thatis, fori =1, 2, ..., K, W; u 1/D;,
where D; = Bi*Dis(i). We normalize W; to be a
probability such that SK—;W; = 1; thus, for i =
1,2, ..., K, we have W; = (I/D;)/ SK=1(1/D)).

However, the formula can be generalized by
raising the factor 1/D; to a power of r where r is
a nonnegative real number. That is, we propose,
fori =1, 2, ..., Ksuch that W; = (1/Dj)"/
SKJ»Zl(lle)r where r is used to measure the
degree of variance of distances in comparison
with the average value. The detailed descriptions
and analysis of this weight random selection
method can be found in [7].

Now, let us extend the above method to the
dynamic case (Wp). We propose to use the sim-
ple heuristic method as proposed in Wg, but
changing the definition of D;. We define D; = T;
= B{*(]Qi] +Dis(i)) where Tj is the estimated
delay of interface i, as discussed earlier.

INTEGRATED ROUTING ALGORITHMS

With the router assignment and interface selec-
tion approaches, this section proposes integra-
tion algorithms of Lg/Lp and Ws/Wp,
respectively. Four integrated routing algorithms
are generated, as shown in Table 1.

PERFORMANCE EVALUATION

We measure the network performance in terms
of average end-to-end delay. In order to obtain a
lower bound on the average delay, we have also
considered a dynamic optimal routing (DOR)
algorithm. For each packet, this algorithm will
select a path that results in the minimum end-to-
end delay for the packet. The DOR algorithm
achieves this by assuming that the complete
dynamic system state information (e.g., queue
length at each interface, current and future
arrivals, etc.) is available without any delay or
cost. Obviously, the performance of this algo-
rithm is ideal but it is not realistic and cannot be
implemented in practice.

SIMULATION MODEL

We simulated anycast in an Advanced Research
Projects Agency (ARPA) network. During the
simulation, 20,000 anycast packets are randomly
generated as a Poisson process at arrival rate | .
Six routers are randomly selected as the anycast
receipt group and another eight nodes as traffic
sources.

The delay of a packet at a router is defined
as the summation of the routing delay, the queu-
ing delay, and the transmission delay. In addi-
tion, if the routing interface has been swapped
out, there will be an interface reestablishment
delay. The end-to-end delay of a packet is the
sum of the delays at all the routers through
which the packet passes. We say that a system

Weight
assignments for
MPR have been

studied in the
literature.
For example, an
optimal weight
assignment has
been proposed
by which the
average delay of
messages can be
minimized.
Our idea is to
have a simple
parameterized
weight
assignment
formula that can
cover a wide
range of
heuristics.
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saturates at| =1 * if any increase of | value

beyond | * will cause the system to become
unstable. We call | * the saturation rate.

PERFORMANCE COMPARISONS FOR
BASIC ALGORITHMS

In this section, we compare the performance of

DOR, All_MPR, TB_MPR, and None_MPR.

Both All_MPR and TB_MPR use the static

weighted approach (Ws) to select routing inter-

face. The results are shown in Fig. 3. We have

the following observations:

= As expected, DOR achieves the best perfor-
mance. This is simply because it uses much
more state information, which is not avail-
able to the others.

= When the system load is light, the delays of
the None_MPR algorithms are close to
DOR. But when the system load increases,
we observe that the None_MPR algorithm
performs poorer than the other three, due
to the fact that it does not distribute traffic
from a source into several different paths.

= Under medium and heavy load conditions, the
TB_MPR algorithm performs better than the
All_MPR algorithm. For the system with the
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I B_IVIFE algoritnm, saturation occurs at
approximately | * = 0.8, but with the All_MPR
algorithm, saturation occurs at around | * =
0.7. All these facts clearly indicate the effec-

tiveness of our integrated algorithm.

PERFORMANCE COMPARISONS FOR
INTEGRATED ALGORITHMS

In this section we compare the performance of
the integrated algorithms listed in Table 1. From
Fig. 4 we have the following observations:
= Algorithm LgWg takes no dynamic informa-
tion for anycast traffic; routers get congest-
ed when traffic becomes heavy (I * » 0.6).
= Both algorithms LsWp and LpWg perform
closely (saturate rate | * » 0.8). LsWp per-
forms slightly better than LpWs. This indi-
cates that LsWp takes dynamic weight
assignment into consideration, which is bet-
ter than fixed weight assignment even when
the dynamic queuing length is considered.
Algorithm LpWp fully takes advantage of
dynamic load balance for anycast traffic
and network availability. It performs well,
especially in heavy load condition (saturate
rate | * » 0.89), compared to LsWp and
LpWs algorithms.

FUTURE EXTENSIONS

NETWORKS WITH FAULTS

Faults may permanently partition the network
into several subnetworks. In this case, our algo-
rithms will still work as long as there is at least
one alive member of G(A) in a subnetwork. The
sources can send anycast packets with anycast
address A if the routing tables of the routers in
the subnetwork have been modified accordingly
[10]. Sometimes, a network may have a transient
fault. Packets may be lost sporadically. To deal
with transient faults, one may consider transmit-
ting more than one copy of an anycast packet in
the network.

DEPENDENT PACKETS

The semantics of anycast communication ser-
vices implies that packets with an anycast address
are relatively independent [2]. Sometimes, any-
cast packets from a source may be dependent in
terms of their destination. To deal with this situ-
ation, we need to use the flow id in the packet
header [1]. The router should register the flow
id with the interface selected for the first packet
in a flow for future usage in forwarding the sub-
sequent packets in the same flow.

SYSTEMS WITH MULTIPLE GROUPS
With multiple anycast groups in the network, the
interference of multigroup traffic will affect the
traffic distribution, which cannot be overlooked.
An approach is to develop an adaptive multipath
routing algorithm that may distinguish traffic
destined to individual groups. The algorithm
must be “smart” in the sense that it should split
the traffic before it overlaps with certain routers.

ANYCAST GROUP MAANAGEMENT

According to the anycast message feature, the
message is delivered to one (preferably the near-
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€S1) memper Oor tne group. 1nis reawure allows
membership management of an anycast group to
be carried out with a great deal of flexibility.

FINAL REMARKS

We have studied integrated routing algorithms
for anycast messages. Our algorithm takes advan-
tage of SPR, which is efficient and simple, and
MPR, which can reduce potential congestion,
and improve delay performance.

It should be pointed out that our algorithms
are simple and practical, and can easily be imple-
mented with current networking technology.
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